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Technology-mediated scams are a pervasive and enduring form of digital harm affecting older adults. While
prior research has largely emphasized prevention, awareness, and risk perception, comparatively little attention
has been paid to what follows after a scam occurs. Conceptualizing the scam as an unfolding event, we argue
that each stage of the scam—before, during, and after—is shaped by distinct sociotechnical arrangements
and relational dynamics that demand tailored forms of analysis and intervention. Through a multi-method
study, we examine the during and after, paying specific attention to the post-scam, during which older adults
navigate the affective, social, and material aftermath of scams. In doing so, we extend HCI’s engagement
with digital harm by articulating the post-scam as a critical site of coordination, redress, and justice-seeking,
offering new directions for research and intervention.
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1 Introduction
While a substantial body of work addresses scams involving older adults, much of this literature
concentrates on raising awareness, fostering digital literacy, and developing preventative inter-
ventions [21, 51, 64, 96]. Within this framing, scams are often approached as discrete “things”
to be avoided—and interaction with a scam can be either explicitly or implicitly framed as an
unfortunate outcome attributed to poor judgment, insufficient caution, or a lack of appropriate
technological safeguards [72]. This framing narrows the scope of analysis to a single stage in the
broader trajectory of a scam: the pre-scam stage, before the scam’s execution. While this stage is
undoubtedly important to mark the conditions under which a scam is or is not realized, it represents
only one stage of a larger, temporally unfolding event.

This study builds on previous work in Human-Computer Interaction (HCI) and Computer-
Supported Cooperative Work (CSCW) that examines temporality—an orientation that shifts
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analytical focus from things, such as devices or platforms, to unfolding events, such as situated
processes, interactions, and experiences shaped across time [115, p. 264]. From this perspective,
scams unfold through distinct yet interrelated stages: the pre-scam conditions of possibility that
render a scam possible, the execution of the scam itself, and the post-scam in which individuals
reckon with the scam’s affective, social, and material consequences. In this research, we focus on
the latter two stages, with particular attention to the under-researched work of post-scam redress. In
doing so, we advocate for a more holistic response to scams—one that complements ongoing efforts
to raise awareness, foster digital literacy, and implement preventative measures with sustained
attention to post-scam life. In doing this work, we ask the following research questions (RQs):

—RQ1: How do older adults experience the affective, social, and material impacts of scams?
—RQ2 : How do older adults make sense of the post-scam and its ongoing impacts?
—RQ3: What practices do older adults undertake in the post-scam to address these impacts?

To investigate these questions, we conducted a multi-method study with older adults (aged 65+)
who had recently endured a scam.1 Our study combined a survey, semi-structured interview, and
diary study to examine the nature of the scams encountered and their longer-term impacts. We
focus in particular on two post-scam phenomena: resonance and redress. Resonance captures the
ongoing affective, social, and material impacts that extend beyond the scam itself. Redress refers
to the practices older adults undertake in response to these impacts. In doing so, we show how
older adults process, navigate, and attempt to recover from scams. In short, our study reveals how
older adult participants feel, what they need, and what practices they undertake in the aftermath of
a scam, amid structural, technological, and institutional constraints.

This article makes two primary contributions. First, we contribute an empirically grounded
reframing of scams as temporally unfolding events with lasting consequences rather than discrete
things or moments of vulnerability and deception. By amplifying the lived experiences of older
adults—a group described as underrepresented in privacy and security research [51]—we surface
how scams unfold affectively, socially, and materially over time. Our findings contribute qualitative
insights to a body of literature that has largely relied on surveys [21, 64, 75] or secondary analyses
of existing data [10] and build on HCI’s emphasis on situated practice [27] and interest in unfolding
events [115]. Second, we extendHCI’s conceptual and ethical understanding of technology-mediated
scams by identifying the post-scam as a distinct and critical stage of inquiry. We draw attention
to the ongoing ways redress and justice are negotiated in everyday life. In doing so, we position
the post-scam as a site for research, design, and ethical reflection—one that challenges ageist
assumptions, foregrounds the moral and infrastructural conditions of trust, and calls for equitable,
transparent systems of redress that respond to the lived realities of older adults.

2 Related Work
2.1 Scams and Older Adults
We use the term “scam” to refer to a deliberately deceptive act intended to take away something of
value, and “older adult” to refer to individuals aged 65 and above. We use the age 65 as an older
adult benchmark as it is commonly used by the U.S. federal government to delineate age-based
eligibility for programs like Medicare. While we discuss scams throughout this article with these
definitions in mind, the term “scam” can be complicated.2

1We define “endured” as having experienced a scam that came to “completion”—resulting in the theft of identity, personal
information, or money.
2It should be noted that “older adult” can be complicated as well—for instance, the U.S. Department of Justice uses the term
“elderly” to describe any person 60 years or older.
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The overarching issue of what is known as “elder financial exploitation” can be divided into two
categories: elder financial abuse and elder financial fraud and scams. Elder financial abuse “occurs
when an older adult’s resources are improperly or illegally used by a person in a relationship
involving an expectation of trust, such as a family member, friend, home care aid, or someone else
who is entrusted to protect the older adult’s interests or care” [21, p. 14]. This is in contrast to
elder financial fraud and scams, which have been defined by the Centers for Disease Control and
Prevention as, “Deception carried out for the purpose of achieving personal gainwhile causing injury
to another party” [57, p. 35]. The distinction, then, is that of trust and relationship—elder financial
abuse is targeted financial exploitation by someone known to the older adult, while elder financial
fraud and scams are financial exploitation by a party unknown to the older adult. According to
Burnes et al., “To date, our knowledge about the prevalence of elder financial exploitation is mostly
limited to the category of elder financial abuse. Little is known about the other major category” [21,
p. 14]. Existing research often collapses these categories, a gap that limits our understanding of how
these different forms emerge and unfold. We aim to fill this gap by examining elder financial fraud
and scams, foregrounding the lived experiences of older adults and the sociotechnical conditions
that shape their encounters.

In the past 2 years, three out of four older adults (75%) reported encountering at least one scam
attempt through digital or traditional communication channels such as phone, text, e-mail, or
mail [75]. Additionally, 3 in 10 older adults (30%) reported enduring compromised credit cards or
bank accounts, hacked online accounts, stolen funds, or identity theft [75]. These numbers may be
higher due to issues of self-reporting such as embarrassment, the lack of reporting from particularly
vulnerable populations, and a lack of specificity on what “counts” as a scam or instance of fraud
[10, 21, 99]. Additionally, in a review of 12 studies, Burnes et al. note that a low response rate in
several studies may be due to “victims who have become cautious of participating in a process
involving the provision of personal information” [38, p. 19]. Put another way, it may be difficult
to collect information on the scammed due to their abundance of caution post-scam. It is also
important to note that previous research suggests older adults are not more susceptible to fraud or
scams [99] but are a specifically targeted group differentiated by “tailored fraud-scam schemes”
[21, p. 14]. These demographic-specific components of elder financial fraud and scams have led to
work by policymakers [67], law enforcement [37, 44], and consumer protection agencies [35, 46]
that focuses on this area and, in particular, the pre-scam’s conditions of possibility.

2.2 Stages of a Scam
2.2.1 The Pre-Scam’s Conditions of Possibility. The pre-scam can be understood as the enabling

conditions that render a scam possible.This stage unfolds prior to any direct contact from a scammer
and encompasses the individual, social, technological, and structural circumstances that together
configure potential vulnerability and exposure. At the individual level, for example, heightened
social isolation may increase receptivity to a scam (e.g., [22]), while a compromised medical record
in a data breach may supply scammers with personally identifying details to build credibility (e.g.,
[2]). From the scammer’s perspective, the pre-scam stage may involve preparatory activities like
setting up fraudulent infrastructures such as spoofed web sites. Technological developments have
expanded the range and sophistication of possible scams, including the widespread availability of
tools such as generative AI, which can simulate convincing interactions, and voice over internet
protocol systems that allow scammers to spoof local area codes [104, p. 5]. Structurally, insufficient
consumer protections or exploitable regulatory frameworks—such as provisions in U.S. Banking
Regulation CC, which governs the timing of fund availability after deposit and can enable scammers
to exploit access to funds before detection—can expand the potential window of opportunity for
future scams [30]. Taken together, these circumstances form the enabling environment, shaping
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the possibilities of the scam and the stages that follow. The pre-scam stage ends when contact is
made or interaction is initiated—when the scam shifts from a latent possibility to an active event.

Within the pre-scam stage, existing research has primarily focused on individual-level factors,
often with the explicit aim of informing prevention efforts (e.g., [51, 104]). This body of work seeks
to identify the characteristics that may render older adults more susceptible to scams or more
likely to be targeted by scammers. Frequently cited factors include social isolation and loneliness
(e.g., [23, 85]), limited digital literacy and technological proficiency (e.g., [21, 73, 101]), absence
of a guardian (e.g., [22]), cognitive decline (e.g., [22, 59, 70]), accumulated or perceived wealth
(e.g., [22, 54, 64]), and a generally trusting or prosocial disposition (e.g., [43, 59]). Collectively,
these studies frame scam susceptibility as a function of individual vulnerability, often to motivate
interventions designed to “teach older adults how to be safer online (i.e., less suitable victims)”
[104, p. 1]. Pre-scam research interventions largely focus on prevention through education and
skills-building aimed at improving older adults’ digital literacy and ability to identify scams [16, 53,
86]. These can take the form of interactive training programs to game-based interventions that
build confidence and fraud-prevention self-efficacy [26, 28, 88]. Complementary community-based
strategies—such as outreach campaigns, intergenerational programs, and embedding anti-scam
messaging within trusted networks—have been shown to increase recognition and prevention
[25, 86].

2.2.2 The Scam’s Enactment. The scam stage begins with the first meaningful interaction initiated
by the scammer, when the older adult is drawn into the scam itself: from the initial point of contact,
through manipulation over time, to the mechanisms that enable the transfer of money, identity,
information, or artifact. Manipulative practices in this stage operate across both social and technical
dimensions, including emotional appeals, impersonation of trusted entities, the imposition of
artificial time constraints, the creation of manufactured dependence, and the implementation of
hostile interfaces that have been designed to look authentic and keep the older adult engaged [32].
The structural conditions of this stage also matter: minimal friction in financial and data-transfer
systems enables funds or sensitive information to move almost instantaneously, leaving little
opportunity for detection or reversal [109]. Cryptocurrency infrastructure, for instance, further
complicates the scam stage by obscuring transactional trails, making recovery nearly impossible
once the transfer is complete, with Bitcoin ATMs reducing the barrier to entry [117]. The scam
stage ends when the older adult recognizes the scam, the scammer acquires whatever they were
after, or the relationship is severed.

Within the scam stage, research has primarily focused on uncovering the mechanisms of per-
suasion and deception that sustain scam interactions. Studies analyze scammers’ psychological and
technological techniques, such as appeals to authority, urgency, or trust [32, 64, 83]. This corpus
also analyzes the linguistic patterns characteristic of scams, aiming to identify recurring features
of scams and their calls to action [4, 81]. Such work can draw on a range of materials, including
primary scam artifacts such as phishing e-mails [4] and the interfaces utilized in scams [120],
as well as retrospective accounts collected from individuals who have experienced scams [10].
Interventions have explored real-time disruption mechanisms, including fraud detection algorithms,
scam-blocking systems, and systems to interrupt potential scam conversations, which can each be
effective in halting scams in progress [25, 92, 122]. For instance, Zhai et al. [122] highlight the role
of disengagement—the act of deliberately stepping away from an urgent situation—as a practical
in-scam intervention, when combating deepfake-driven scams. Here, prompts could help older
adults reassess the scam situation and inform more deliberate decision-making practices. This line
of research emphasizes the value of reintroducing friction into digitally mediated interactions.
Research has also highlighted the importance of evidence collection in scam cases, suggesting
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opportunities for interventions designed to facilitate and streamline the process of documenting
scams [26].

As such, while prior work has examined the pre-scam and scam stages—from the conditions that
render scams possible to the manipulative practices that sustain them—far less is known about what
happens after a scam concludes. Our research extends this trajectory by examining the post-scam:
the period in which older adults navigate the affective, social, and material consequences of a
scam. In doing so, we address an underexplored domain within the already limited scholarship on
elder financial fraud and scams, foregrounding how older adults pursue redress within fragmented,
stigmatizing, and institutionally constrained environments.

3 Methodology
This study reports on findings from a survey, semi-structured interview, and diary study. Below,
we unpack our recruitment process, study methodology, data analysis, and a statement about the
ethical considerations of the work, informed by previous literature [113]. This study was approved
by our university’s institutional review board.

3.1 Recruitment
We recruited older adults (aged 65+) who had recently endured a scam within 3–4 weeks of
completing the initial survey. Recruitment combined online and offline approaches, reflecting prior
findings that some older adults disengage from digital spaces following a scam [41, 51]. Recruitment
took place across five neighboring communities in a Midwestern U.S. state, selected based on the
first author’s familiarity with local support systems and institutional actors, which enabled more
responsive post-scam support. This place-based focus shaped the study demographics, with most
participants identifying as white, reflecting the broader composition of these communities. To
engage a cross-section of older adults within this context, we distributed flyers and newsletter
announcements through libraries, senior centers, and community organizations; partnered with a
local center serving Black older adults; used a university health and wellness research registry; and
posted calls on Nextdoor, a hyperlocal platform with high use among adults [6, 7].

We structured compensation for participation in sections, offering participants up to $90 for
full participation. Participants who met our criteria and completed the survey received $10. Those
who completed our semi-structured interview received an additional $10. Consistent with previous
research on diary studies and participant retention [65], we offered compensation in stages to
incentivize continued participation. Since the diary study took place over 1 week with interval-
based entries, each diary entry (or day in the diary study) paid $10. Given that each diary study
took around 30 min to an hour, this rate aligned with the minimum wage in our state. Participants
who completed all stages received a total of $90.

3.2 Survey
We designed the survey as both a data collection instrument and a screening tool to identify
potential participants for follow-up interviews and the diary study. Hosted on Qualtrics, an online
survey platform [95], the survey included 1 consent question, 11 questions related to scams, 4
demographic questions, a request for continued participation, and a text-entry box for participants
to provide their first name and preferred method of contact if they desired compensation and
further involvement in the study. This format allowed us to gather valuable contextual data,
understand participants’ recent scam experiences, and assess their eligibility and willingness for
continued participation. Prior to full deployment, we piloted the survey with three individuals who
provided feedback on wording and survey flow. These pilot sessions averaged 9.5 min and were
used exclusively for refinement; their data were not included in the final analysis.
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Table 1. Participant Summary with Asterisk Denoting Diary Participation

Pseudonym Gender Race/Ethnicity Age Educational Background Medium of Scam

James* Male White 70 4-year undergraduate e-mail
Robert* Male White 71 2-year associate’s SMS
Mary Female White 71 4-year undergraduate SMS
Linda* Female White 74 Graduate school SMS
John* Male White 71 Some college/technical school Phone
Charles Male White 67 4-year undergraduate Web site
Kenneth* Male White 69 4-year undergraduate Pop-up
Deborah* Female White 69 2-year associate’s Website
Ronald Male White 67 Graduate school Web site
Susan* Female White 70 High school graduate SMS
Nancy* Female White 71 Two-year associate’s Web site
Thomas* Male White 72 Four-year undergraduate Phone
Donna* Female Black 72 Graduate school SMS
Cynthia Female Asian/Pacific Islander 79 Graduate school Pop-up
Pamela Female Black 68 Some college/technical school SMS

In total, 44 participants consented and completed the survey. In one instance, the first author
administered the survey by phone, as requested by the participant. Of the 44 respondents, 18
reported enduring a scam within the past 3–4 weeks and indicated willingness to participate
further. Of those 18, 15 scheduled a follow-up interview with the first author. These 15 participants
are listed in Table 1, with pseudonyms randomly assigned based on popular U.S. names from their
birth year. Survey data from all 44 participants were included in our broader analysis and findings;
full survey results are included in Appendix A. To compensate participants, we followed ethn.io’s
UX research incentive calculator [42], which recommends approximately $5 for a 10-min survey.
However, given the sensitivity of the topic and the distinct needs of an at-risk population [12], we
increased this amount to better acknowledge participants’ time and emotional labor.

3.3 Interviews
We interviewed participants to gather first-hand accounts of their experiences with scams and re-
flections on post-scam practices. Each interview featured five sections, with 1–10 questions in each.
The sections were: “Definitions” (to understand what participants consider “scams”), “Encounters”
(to explore participants’ experiences with scams, such as: “How do you take precautions against
scams?”), “Endurance” (to discuss participants’ personal endurance of scams, such as: “Having
undergone this experience, what is it that you wanted to happen next?”), “Community” (to identify
the family, friend, online, corporate, and government resources participants used), and “Other”
(“Is there anything else you’d like to add that I haven’t touched on?”). We also used the interview
time to provide materials and instructions for the diary study, set expectations for the diary study
portion of the research, and ask if participants had any specific accessibility or modality requests
(for instance, having the diary pages printed and sent to their home). We audio recorded and
transcribed the interviews, which lasted an average of 52 min. After the diary study, we conducted
an additional follow-up exit interview. During this session, the first author asked participants if
they had any further questions, needed additional information, or required further assistance.
During this exit interview, we tried to support participants in their redress practices, identifying
resources for them that may support their unique needs post-scam.

ACM Transactions on Computer-Human Interaction, Vol. 33, No. 3, Article 33. Publication date: June 2026.



The Aftermath of Technology-Mediated Scams 33:7

3.4 Diary Study
Diary studies allow researchers to examine everyday events over time (across short or long du-
rations), focusing on emotional and contextual details surrounding a given phenomenon [61].
Through a diary study, one is able to uncover social settings and actors, feelings, and day-to-day
events that might otherwise be forgotten in an interview. Thus, we thought it would be an effective
method to contextualize interview data. We asked participants to respond daily over the course of 1
week to a diary prompt. We used an “interval-based” style, which is common in diary studies, and
asked participants to reflect once a day on four prompts [61]. These prompts aligned with our RQs:
emotion/affect (“In general, how do you feel today?”), material and affective redress (“How did you
attempt to remedy your scam experience today? What was the outcome of that attempt?”), and
support (“Have you contacted anyone today regarding your recently endured scam, or did anyone
mention it to you? Why or why not? How did that go?”). Additionally, we provided a free space for
participants to share other thoughts (“What other thoughts do you have, concerning scams today?
Feel free to list those thoughts below—or any other general thoughts or ideas you have today”).
The free-text space is commonly used in diary studies to capture participant-led musings that help
shape and structure the work [65].

We gave participants the option to complete the diaries in their preferredmodality. Some preferred
a digital copy of all the diaries, which they downloaded, completed, and e-mailed back to the first
author. Others chose to print out the diaries and hand-write their entries, which they either scanned
and e-mailed, mailed, or returned in person. In one case, a participant asked the first author to
e-mail her the diary prompts each day, so she wouldn’t forget, and she responded to the e-mail
with her diary entry. We also informed participants that they could attach or e-mail any ephemera
related to scams that might help with the diary process, as has been discussed in other diary study
work [60]. Many participants sent artifacts, including newspaper clippings about scams, envelopes
and fake checks from scammers, senior center newsletters, screenshots from scam attempts, and,
in one case, chat transcripts between the participant and their scammer. We asked participants to
anonymize these materials, and if they didn’t, the first author anonymized them digitally. Of the 15
participants interviewed, 10 completed the diary study phase.

3.5 Analysis
As per our consent form, we audio-recorded each interview and, after removing names, transcribed
them using Otter.Ai, an automated transcription tool. To conduct thematic analysis [18, 90],
we began with familiarization: reading through transcripts, highlighting significant passages,
memoing, and summarizing the scams that participants endured and the redress that followed. As
we conducted additional interviews concurrently, this iterative process informed updates to our
interview protocol and deepened our understanding of scams and redress practices. Highlighted
excerpts served as the basis for initial codes.

This early analysis phase was inductively driven, aimed at identifying patterns grounded in
participants’ language and situated experience [47]. After reviewing several transcripts, we crit-
ically refined the codes and developed a codebook, which included each code, its abbreviation
(e.g., “LOS” for “Level of sophistication”), a definition, and sample excerpts. Though the initial
stages were inductive, later phases incorporated deductive structuring to group codes into larger
thematic categories. This hybrid approach allowed us to remain grounded in the data while bring-
ing conceptual clarity to themes [17]. Two researchers were involved in the coding process. The
first author completed the initial coding and codebook creation. The second author indepen-
dently reviewed and discussed a subset of the coded work, contributing to code refinement and
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clarifying interpretations through analytic memoing. We resolved discrepancies through discussion,
consistent with interpretivist approaches to qualitative research [11, 17].

With this codebook, the first author applied the same codebook to a sample of diary entries to
conduct a secondary review and ensure its relevance. During this review, we remained open to
inductive additions that reflected the diary’s introspective and temporally structured nature—new
codebook entries were added and retroactively integrated across the transcribed interviews to
maintain consistency. With the finalized codebook, we fully coded all interview transcripts. In
the findings section, we present a focused set of themes most relevant to our RQs and theoretical
commitments: specifically, the temporal stages of scams and the post-scam’s resonance and redress.
We chose to highlight these themes because they reflect the most conceptually rich, recurrent, and
underexplored aspects of participants’ experiences—offering insight into how older adults endure,
process, and respond to scams over time.

3.6 Ethical Considerations
We approached this study with deep ethical consideration, drawing on a growing body of work
that emphasizes compassion, care, and responsibility in research with at-risk populations [12].
This work concerns “at-risk users” and the importance of centering the participant, conducting
research with compassion, considering potential harms of the research, making sure the research
does not add additional harms in an already sensitive situation, and advocating for the well-being
of participants. Our approach was inspired by work in community gerontology that advocates an
“action orientation,” in which researchers take an active role in fostering individual- and community-
level change to “facilitate more optimal experiences of aging” [56, p. 804]. We were also influenced
by the arts- and community-based participatory research of Lu et al., which is marked by a distinctly
ethical and compassionate orientation (see [78]).

In keeping with this corpus of work, we attempted to minimize potential harm and support our
participants throughout the research process. For instance, we reminded participants that they could
skip questions, drop out at any time, restrict personal information, discourage certain forms of self-
disclosure, and use pseudonyms [12, p. 9]. The first author provided “direct, individual assistance”
[12, p. 11] to participants who were struggling to redress their scams after the research was
conducted. This included helping participants navigate scam recovery resources, assessing which
services they had already attempted, and identifying new ones—ranging from local institutions
and nonprofit organizations to state programs. In some cases, the first author also supported
participants in scam prevention, such as checking the legitimacy of web sites, checks, or unsolicited
communications after the formal research period had ended.

The language used to describe scams and older adults shapes public perception and lived ex-
perience. As such, it is crucial to critically examine and reframe common terminology. For ex-
ample, the Journal of the American Geriatrics Society discourages stigmatizing terms and warlike
metaphors—such as “struggle” or “battle” in favor of language that affirms the capacities and
contributions of older adults [80]. Similar concerns apply to the term “victim,” commonly used
in scam discourse. While this term, rooted in criminal justice, rightly signals harm and the need
for accountability [84], it also carries disempowering connotations—suggesting passivity, fragility,
or poor judgment [52]. Such framing can reinforce victim-blaming, discourage reporting, and
exacerbate shame or isolation [54]. To challenge these implications, we use the term “endure,”
referring to individuals as having “endured a scam” rather than as “victims of a scam.” This fram-
ing acknowledges the experience of harm without prefiguring how individuals respond to it or
suggesting passivity.
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Table 2. Comparison of Three Portraits

James Cynthia Ronald

Scam
Type

Overpayment and Identity
Theft

Tech Support and Crypto Investment and Pig Butcher-
ing

Technol-
ogy

Computer, Online Market-
place, Physical Mail

Computer, Phone, Crypto Phone, WhatsApp, Zoom,
Online Marketplace, Crypto

Inciting
Action

Marketplace private mes-
sage from supposed buyer

Falsified security breach
warning on computer

Phishing through suppos-
edly accidental text message

Length Scam itself lasted over a
week, as checkwent through
mail and ID used online

Scam itself took several
hours, from pop-up to
Crypto ATM used

Scam itself lasted months,
over daily communications

4 Findings
4.1 The Scam: Older Adults’ Endurance of Scams
Our findings section draws from all three data sources in our study: a survey (N = 44), in-depth
interviews (N = 15), and week-long diaries with a subset of participants (N = 10). According to
our survey data, scams were a recurring feature of everyday life for many participants. Over half
of our respondents (N = 24) reported encountering scams more than once per week, while the
same number of respondents (N = 24) indicated they had been successfully targeted and endured
two to three scams or more over the course of their lives. When asked to reflect on their most
recent scam, respondents most commonly encountered the scam through digital technologies.
These included scams through text messages (N = 10), e-mail (N = 10), web sites (N = 6), digital
advertisements (N = 3), and computer pop-up messages (N = 3). Such findings suggest that for this
group of older adults, scams were not rare incidents, but rather recurrent experiences embedded in
technology-mediated interactions. To situate this broader pattern in lived experience, we present
narrative portraits of three older adults who recently experienced a scam [116]. Through these
portraits, we give specificity and texture to the broader phenomenon of scams. Each portrait
highlights the sequence of actions taken during the scam encounter, the decision-making processes
involved, and the technologies through which the scam was mediated. In doing so, we foreground
scams not merely as abstract risks or technical problems but as lived experiences shaped by
sociotechnical conditions. These individual accounts offer insight into the heterogeneity of scam
events—demonstrating how they vary in form, content, and consequence—before we transition
into an analysis of the post-scam landscape. The post-scam landscape necessarily depends on the
individual scam that is endured. A comparative summary of these three scam incidents is provided
in Table 2.

  James and Selling Motorcycles Online. James, a 70-year-old man, was no stranger to scams.
During our conversation, he reflected, “I’ve probably been scammed six to eight times—and I regard
myself as cautious. I’m one of those guys that’s gonna say, ‘You’re not gonna fool me.’” Despite
his vigilance, he had recently found himself ensnared in another scam while attempting to sell
his motorcycles. Initially, he considered using Facebook Marketplace and Craigslist but ultimately
opted for CycleTrader, a specialized platform where users can sell, trade, and buy motorcycles
nationally and locally. Buyers can communicate with sellers with one click, in which an automated
message is generated (“Is this 2025 Honda CRF 125F still available?”) and sent. CycleTrader is itself
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part of the broader Trader Interactive network that collectively has 13 million monthly unique
visitors.

Such a large platform paid off—the response to his post was immediate. “So, I get offers right
away,” James recalled. “The unusual part of it is this: I get offers that exceed my asking price—and
they want to buy the motorcycles sight unseen. So, a little flag went up, and I thought, we’ll see.”
One particular buyer stood out, engaging in prolonged negotiations before mailing James a check
featuring a Huntington Bank logo—$7,000 over the agreed-upon price. When James questioned
the overpayment in a message back to the buyer, the buyer insisted the extra funds were meant to
blanket cover transportation costs, the exact amount to be settled later.

What James didn’t realize at the time was that he had become the target of an overpayment scam.
These scams exploit banking procedures that allow deposited checks to appear as “cleared” before
their legitimacy is fully verified. Banks within the U.S. follow Regulation CC that requires deposited
funds to be readily available—between next business day and two to five business days, depending
on the check’s amount. Regulation CC was designed specifically to ensure people have access to
their money promptly but this promptness can be exploited. Scammers send counterfeit checks
with excess funds, later fabricating a reason—such as shipping costs or an accounting mistake—to
request a refund via wire transfer. By the time the bank detects the counterfeit check and retracts
the funds from the bank account of the scammed, the scammer has already pocketed the excess
funds and disappeared, leaving the seller at a financial loss and, in some cases, without their goods
that had already been shipped in the meantime.

Fortunately, James’ prior encounters with scams made him wary. Instead of depositing the check,
he took it directly to a local Huntington Bank branch, where staff confirmed it was fraudulent
and forwarded it to their fraud department. Though relieved to have avoided a financial loss, his
motorcycles were still unsold, and he had wasted time dealing with a scammer. But the situation
soon took a more troubling turn: during his initial interactions with the buyer, James had sent a
photograph of his driver’s license. “The guy who sent me the Huntington Bank check reversed all
the questions I was asking, trying to figure out if I was legitimate,” James explained, “In a weak
moment, he asked for my license—and guess what? I sent it to him.” Soon after, James received an
unexpected text from a man in another US state:

The message said, “Are you James? Do you live on [street name]?” I said yes. Then he asked,
“Have you been trying to buy my Honda vehicle?” I told him no. He said, “Well, this person
has your license and is claiming to be you.”

When the man confronted the scammer, the scammer became defensive and belligerent, insisting
they were James before disappearing. In light of this new information, James realized he had not
only encountered an overpayment scam but also identity theft. The scammer was now using his
personal information—including his name, address, and driver’s license—to pose as him in other
fraudulent transactions. A few days later, a friend e-mailed James after stumbling upon James’
license while attempting to buy a motorcycle: “My Ohio buddy e-mailed me and said, ‘James, you’re
being scammed, your license is out there.’” In our conversation, James remained uncertain about
the full extent of the harm and was unsettled by the possibility that his identity might continue
to be misused. “I don’t know what someone can do with your license other than trying to be an
imposter,” he admitted, concerned about how his personal details might be facilitating further
scams.

Cynthia and a Sudden Security Breach. Cynthia, a 79-year-old woman, was using her computer
when an unexpected pop-up alert took over her screen. Designed to resemble a legitimate Windows
security notification, with its Windows Protection shield and authoritative tone, the message
warned of an urgent system breach. The pop-up disabled navigation on her browser, seemingly
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freezing the screen and preventing Cynthia from navigating away, intensifying her sense of alarm.
The alert displayed a toll-free number, urging her to call immediately to prevent further breaches.

Concerned, Cynthia dialed the number and was connected to a supposed Windows support
technician. The technician, adopting the tone and language of a professional IT specialist, claimed
that hackers had gained access to her computer and had drained portions of her bank account. Over
the next hour, she spoke with multiple representatives, each reinforcing the severity of the breach.
Unbeknownst to Cynthia, she had fallen victim to a tech support scam. These scams often begin
with unclosable alerts that leverage fear and confusion to manipulate individuals into compliance
with instructions. In her case, Cynthia was asked to call a provided number that took her to a
call center, where scammers work in coordinated teams to assume various roles that reinforce an
illusion of legitimacy—a team of technicians, working together to solve the individual’s issue. In
doing so, the scammers gain access to personal data and coerce the individual into transferring
money to secure their finances.

In Cynthia’s case, the scammers instructed her to withdraw thousands of dollars and deposit
those funds into a cryptocurrency kiosk, to secure her finances. They provided precise details,
including the location of her bank, the nearest Bitcoin ATM, and a QR code linked to their digital
wallet. Exploiting her unfamiliarity with cryptocurrency transactions, they framed the deposit as a
necessary security measure to protect her funds from unauthorized access. Cynthia later recalled,
“They knewwhere the bank was, they knew there was a kiosk nearby.They even estimated how long
it would take me to get there.” Following their step-by-step guidance, Cynthia went to her bank, took
out requested amount, and went to the Bitcoin ATM. There, Cynthia selected “Buy Bitcoin,” scanned
the Bitcoin wallet QR code from her phone, inserted her money, and confirmed her purchase—an
intuitive process that mirrors traditional ATMs. When she attempted to call back the technicians for
further confirmation, the call went straight to a generic voicemail that, eventually, was disconnected
and the scammers were not heard from again. Reflecting on her experience, Cynthia remarked, “I was
very impressed with the scammers. The way they threaded their stories and everything—I thought
it was very good because, otherwise, I don’t think I would have been convinced.” Cynthia’s story
underscores the technical sophistication and social engineering employed in tech support scams.
By combining malicious web script, coordinated calls, and untraceable cryptocurrency transactions,
Cynthia’s scammers constructed a high-pressure environment where she felt compelled to act
without fully processing the situation. Afterwards, with only a phone number and no additional
evidence to support her, Cynthia was unsure of what to do next.

Ronald and a Chance Text. Ronald, a 67-year-old man, received a wrong-number text: “The first
text I got from her, she was inviting me to a party, a Christmas or New Year’s party. She realized she
sent the text to the wrong number. And so things started from there.” As a naturally sociable person,
Ronald responded in good faith, and what began as a simple wrong-number exchange evolved into
a sustained digital friendship. The woman on the other end of his texts—a self-identified Japanese
immigrant living in Los Angeles—seemed warm, engaging, and relatable. Their conversations
initially revolved around shared interests in exercise and spirituality, gradually deepening over
time into lengthy discussions about particular passages of the Bible. The exchanges moved from
sporadic text messages to daily WhatsApp conversations, occasionally punctuated by Zoom calls.
“Most of my communication was on chats with WhatsApp,” Ronald recalled. “Before I went to bed
one night, I started printing [our chats] and ran out of paper with all the stuff that I had—I think I
had over 600 pages, at least.”

In their daily conversations, the woman disclosed details of her background, claiming to manage
a family business with her parents and uncle. The conversations remained casual and comforting
but occasionally drifted into discussions of finance and investment until, eventually, she pivoted to
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cryptocurrency trading, positioning herself as an experienced investor. Her pitch was direct, yet
persuasive:

I am willing to help you. Let us get more wealth together. Do you know Crypto.com cryp-
tocurrency exchange? (…) I have been investing in the cryptocurrency market for almost five
years. Just follow the prompts to register for authentication. If you don’t understand, you can
send me the picture, and I can guide you.

Over the next 6 months, discussions about cryptocurrency became a regular fixture in their
conversations. Ronald initially exercised caution, placing small test investments through Coinbase,
where he saw modest returns. Encouraged by these initial successes, he increased his investments,
soon funneling thousands of dollars into crypto trades under the woman’s guidance. The woman
urged Ronald to take bolder steps toward crypto wealth, leading him to leverage a home equity
loan, injecting tens of thousands of dollars into what he believed was a promising investment
opportunity. Their WhatsApp transcripts reveal increasing pressure, culminating in messages like:
“You now only need to raise $110,000 by the 20th to apply for new coins.”

This deadline, however, was derailed by an intervention: Ronald’s credit union flagged unusual
transactions tied to his investments and contacted his wife. Confronted with the reality of his
financial situation, Ronald sought advice from his financial advisor, ultimately realizing he had
been ensnared in a pig butchering investment scam. This type of scam—cruely named for the
practice of fattening a pig before slaughter—operates over extended periods, relying on frequent
communication and carefully cultivated trust to deceive victims. Its insidious nature lies in the
asymmetry between scammer and scammed: perpetrators often operate internationally, leverage
encrypted messaging platforms like WhatsApp and Signal, and guide individuals through reputable
exchanges like Coinbase before transitioning them to fraudulent investment dashboards—this
combination of cross-border operations, digital anonymity, and deceptive financial tactics leaves
individuals with few meaningful avenues for recourse. Per Ronald:

What your study is trying to do, right, is [uncover] how we can deal with this going forward?
Because it’s obviously a big problem. And people are being taken for a lot of money. I mean, I
know before this scam thing happened to me, my financial advisor told me I could retire and
have enough money to live until 95 or 100. Now… well…

When our study began, Ronald was still trying to recover what he had lost. In looking at his
chat transcripts, nearly 400,000 words exchanged over months, one can’t help but scroll to the end
of the transcripts. There, Ronald attempts to confront his scammer, “You always said you would
help me. I am questioning whether you are a liar and I am very worried.” The scammer replies: “I’m
also questioning you because I don’t know your situation (…) I don’t want to do this, but I’ve been
thinking a lot lately (…) Maybe you’re just cheating me out of my money.”

If scams are fundamentally extractive, the scam stage, then, begins at the point of contact and
ends once the extraction of information, money, or identity is complete (as above). Yet for our
participants, this moment marked only an inciting incident within a larger scam landscape. In
practice, the boundaries of a scam are diffuse and difficult to pinpoint—instead they produce ongoing
consequences that ripple through daily life. We refer to this period as the post-scam stage. It is
shaped by two interrelated dynamics: resonance and redress. Resonance captures the affective,
social, and material aftermath of a scam—what lingers after the scam stage itself—while redress
refers to the practices individuals undertake to address these lingering effects in pursuit of closure
or justice. Together, these dynamics organize our findings that follow.
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4.2 The Post-Scam: Affective Resonance and Redress
In this section, we explore affective resonance—the emotional impacts that follow a scam—and
affective redress, the strategies individuals employed to cope with and mitigate these emotional
consequences over time.

4.2.1 Affective Resonance. According to our survey responses, the two most frequently selected
responses to the question, “What has been the result of your being scammed?” were “Loss of
Trust” (N = 25) and “Emotional Distress” (N = 19). A follow-up short-answer prompt, “How did
you feel after being scammed?,” further illuminated participants’ emotional landscapes in their
own words: responses included, “broken-hearted,” “embarrassed,” “scared, anxious,” “depressed and
discouraged,” and “I felt inferior, like I was stupid.” These responses point to the affective resonance
of scam experiences.

Notably, despite scams being deliberate acts of deception, most participants in our interviews
blamed themselves, interpreting the experience through shame and personal failure. James, for
example, directed his harshest judgment inward—“I’m the idiot, the guy that walked in”—even as
he expressed a begrudging empathy toward the scammer, remarking, “I just wish they had a real
job.” In describing his post-scam frustration, Kenneth explicitly collapsed the distinction between
the pejorative “gullible” and the virtue “trustworthy,” framing deception as a personal failure: “I
felt really bad, because you think you’re a competent adult, and yet you’re hoodwinked or fooled
by somebody who took advantage of your gullibility or your trustworthiness…” Susan, who had
recently experienced her second relationship scam, described how self-blame surfaced alongside
not only the pain of betrayal but also memories of intimacy and an imagined future:

I just felt stupid, because I knew better—I just knew better. And yet… not once, but twice. But
the second time, it was just—we were just planning a whole life together. We were going to do
this, and we were gonna go here, we were going to go to festivals, and just, I mean, he wasn’t
promising the moon or anything, but just being a couple, you know?

Susan’s reflections reveal how affective resonance unfolds across time. While her immediate
reaction was to blame herself, her retrospective narration also preserves the emotional significance
of the relationship. The scam, in this way, operates as a hinge between the possibility of emotional
connection and the experience of emotional distress—binding hope and harm together. Her reflection
underscores the ongoing, unresolved nature of her feelings toward the scammer. This continual
negotiation illustrates how the emotional impact of scams is not fixed but is shaped and reshaped
over time. As we explore in the next section, this evolving emotional terrain prompts individuals
to seek affective redress—efforts to process, reframe, and ultimately restore a sense of emotional
stability.

4.2.2 Affective Redress. If affective resonance captures the emotional impacts that follow a
scam, affective redress encompasses the practices through which individuals attempt to live with,
process, and stabilize those emotions over time. Affective redress is an uneven process, often
shaped by ongoing encounters with technology. We focus on two primary practices—cultivating
self-compassion and managing feelings of safety—alongside two persistent challenges, emotional
fatigue and lingering distrust, which frequently constrained not only emotional recovery but also
participants’ capacity to pursue further forms of redress.

Self-Compassion and Emotional Fatigue. As discussed above, participants often internalized scams
as personal failures, describing themselves as “stupid” and expressing shame. Over time, some
participants worked to reframe these feelings by situating scams as widespread and systemic rather
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than individual shortcomings. For James, whose confidence in digital interactions had been shaken,
cultivating self-compassion became an important step toward affective redress:

I am ashamed for being stupid—it’s a pride thing. But I’ve got to swallow my pride (…) I think
most people now are sympathetic to other people who get scammed. And, my feeling about
that is that they all know it could have happened to them. We’re all on an equal plane, you
know, and we’re all… what, capable of being [scammed].

James’ shift from internalized shame to shared vulnerability reframes the scam as a collective
condition rather than an individual failure. Others, like John, found meaning-making practices
such as journaling helpful for emotional processing. In his diary, John wrote:

[Scams] to me are (…) kind of an inevitable part of being in this world, so no reason to carry
it around. This diary feels like part of healing the scar of that incident. Talking and writing
about it seems to help put it in context.

Multiple participants described redirecting negative emotions into small acts of agency as a way
of practicing self-compassion. Donna, for example, explained that writing letters to senators about
scams helped her “feel better about [myself], like I’m doing something.” Donna’s advocacy allowed
her to acknowledge the emotional impact of the scam while giving herself room to act and recover
on her own terms.

However, efforts toward self-compassion were often entangled with emotional fatigue. Ongoing
encounters with technology-mediated scams—such as repeated scam attempts or notifications of
data breaches—reanimated feelings of exhaustion, helplessness, and self-doubt. Deborah docu-
mented her fatigue in her diary as she encountered a new Facebook scam. While she initially tried
to let the experience not bother her, subsequent entries reflected growing resignation: “Trying to
let it go. It is what it is. I have to be more cautious and quit doubting myself. (…) [What a] stupid
world we live in!” After receiving four scam e-mails in one evening, which she linked to a data
breach at her local hospital, she wrote, “I feel helpless, with no recourse to stop this.” Deborah’s
experience shows how attempts at affective redress can be undermined by the continued presence
of the conditions that caused harm, resulting in the feeling of moving one step forward and two
steps back.

Managing Feelings of Safety and Lingering Distrust. Participants described an ongoing sense of
digital vulnerability that persisted beyond the initial scam encounter. Even routine interactions
were sometimes met with suspicion, as John explained: “I have more of a radar… A thought actually
crossed my mind—no offense to you—but I thought, ‘Is this [interview] a scam too?’” Such remarks
show how scams eroded participants’ sense of safety, influencing even routine interactions and
benign exchanges.

To manage these feelings, participants adopted a range of technological practices aimed at
restoring a sense of safety and control. These included installing antivirus software, updating
passwords, enabling multi-factor authentication, blocking spam calls, and seeking help from local
IT professionals. While these practices helped reduce immediate risk, they also functioned as
affective strategies—ways of managing fear and regaining confidence. For instance, Robert reported
feeling more secure after installing new antivirus software, while Thomas described how the
robocall-blocking service Nomorobo eased his anxiety by filtering spam calls and messages.

Despite these efforts, participants emphasized that feelings of distrust often lingered. Kenneth
captured this chronic vigilance in his diary: “Every day is a challenge. We have to be on guard
every day.” Such statements point to a recalibrated emotional baseline in which distrust becomes a
default stance rather than a temporary response. James’s diaries illustrate how this distrust was
continually reinforced through ongoing encounters with scam-related information. He described
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receiving a “Scam Alert” in the county newsletter, e-mails from an identity theft protection service,
a PDF from the U.S. Treasury Financial Crimes Enforcement Network, and news articles about
older adults targeted by scams. In one instance, James sent a photo attachment of personal mail,
making sure to tape a piece of paper over his name and home address—a privacy tactic he picked
up from the county newsletter. Despite his vigilance and knowledge, James expressed a growing
disconnect between his efforts to safeguard his information and his ongoing experiences with
scams. This dissonance prompted reflection on a deepening sense of distrust, one that persisted
despite his precautions:

It’s my stupidity. I let down my guard, and I sent some of my personal information out there.
So shame on me. (…) There’s an anonymity associated with the internet. And there’s a lot of
bad out there and they’re coming to your e-mail address. And when I open up an e-mail, I
don’t automatically suspect that this person is a bastard. I want to trust the e-mail I’m reading,
you know? But if I trust it, I’m probably gonna get taken. So I don’t know… I’m kind of fighting
[my] altruistic outlook with this anonymity that presides on the internet. You just don’t know
when you’re going to get punched in the mouth.

James’s reflections highlight how managing feelings of safety involves more than technical fixes.
While tools such as spam filters, antivirus software, and identity protection services can reduce
exposure to scams, they do not resolve the underlying emotional disruption produced through
repeated encounters with risk, warnings, and uncertainty. In James’s case, the erosion of confidence
in his own judgment extended into broader hesitations about other people, illustrating how affective
resonance can spill into social resonance and complicate efforts toward affective redress.

4.3 The Post-Scam: Social Resonance and Redress
In Section 4.3, we discuss social resonance as the lingering effects scams have on a participant’s
social world—namely, the ways in which interpersonal relationships, routines of communication,
and social trust are disrupted. For example, participants began to second-guess answering phone
calls or had become reluctant to ask family or friends for help in the post-scam, fearing blame or
judgment. We also introduce social redress as the practices aimed at addressing these social impacts
as they occur over time.

4.3.1 Social Resonance. While the previous section focused on how scams affected participants’
self-perception and emotional well-being, here we examine how these experiences extended into
the social sphere. Beyond shaping how participants felt about themselves, scams influenced how
they approached others, altering social interactions, relationships, and trust. We refer to these
effects as social resonance. Notably, social resonance often begins at home—frequently the site
where the scam took place. Thomas reflected on the lingering presence of his scam in his daily life
at home:

[Today,] my wife reflected back to me how the scam had sounded to her, me dealing with these
idiots on the phone for over an hour, yelling and cursing. That really affected the household. It
was really bad, getting pulled in. So it was an acute attack—a scam—that then reflected poorly
on the world, on me, and on other people… so, it was quite something.

Thomas’ account shows how a scam resonates beyond the immediate interaction, shaping
household dynamics and contributing to a broader sense of disillusionment with others. Participants
further described how these relational effects emerged not only through others’ awareness of the
scam but through the scam’s concealment, as decisions about whether to disclose introduced new
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forms of distance within close relationships. Susan, for instance, chose not to tell her children about
her recent scam, explaining that if they found out, “My kids probably would have me committed.”

Such nondisclosure reflected a broader orientation toward withdrawal. Participants often avoided
sharing their experiences due to anticipated judgment and stigma. Robert, for example, explained
that he kept his scam to himself to avoid being seen as foolish: “There’s a lot of judgments that can
be made… ‘You should know better.’” As Robert’s account suggests, shame operated not only as
an individual emotional response but as a socially produced barrier that constrained disclosure
and redress. For older adults, this shame was exacerbated by ageist assumptions about cognitive
decline, financial ineptitude, and lack of judgment. Kenneth articulated these concerns:

No man is an island, and we’re all vulnerable. I am a senior, and one thing that really is
uncomfortable is that when you get to be my age, people think you’re incompetent, and they
think you’re not able to take care of yourself. That’s the biggest fear, is when people take away
your freedom, when they say, “you need to be institutionalized” or “you need somebody to
take care of you” when in fact, I’m qualified, competent, and able to take care of myself. When
you get to be this age, there’s more possibility of people trying to step on your toes.

Scams thus intersect with broader fears about aging and the erosion of autonomy. For participants,
disclosing a scam can feel tantamount to relinquishing control and opening oneself up to questions of
competency. This fear of being unjustly judged incapable—of both navigating digital environments
and being independent—led some participants to refrain from discussing their scams socially, even
with their closest family for fear of, as Susan put it, “being committed.” These dynamics shaped
how participants attempted to repair social ties through social redress.

4.3.2 Social Redress. If we conceptualize social resonance as the social behaviors and dynamics
that emerge in the wake of a scam, then social redress encompasses the practices through which
individuals attempt to repair, renegotiate, and re-establish trust, connection, and social stability
over time. Social redress involves not only the restoration of strained interpersonal ties, but also a
forward-looking orientation toward collective vigilance and mutual care. Yet, these efforts are often
shaped—and at times constrained—by the structural conditions of digital life, such as balancing the
use and consolidation of one’s digital footprint or the systemic gaps older adults face when trying
to report new scams.

Rebuilding Trust and Social Ties, and the Consolidation of Engagement. Social redress involved
efforts to rebuild trust, renegotiate boundaries, and reconfigure everyday social and digital en-
gagement. Many participants shared their experiences to make sense of the scam and counter
feelings of isolation. Individuals who initially felt ashamed found that disclosing their experiences
to trusted others helped reframe the scam as a common, systemic issue rather than a personal
failure. Reflecting on conversations with friends, John wrote in his diary, “So many people have
been scammed, it seems like there is a shared experience among us,” highlighting how disclosure
helped normalize his experience and create a makeshift community.

Institutional actors also played a role in social redress by offering reassurance and validation.
Thomas, who initially hesitated to contact Medicare after scammers impersonated the agency,
described speaking with a Medicare representative as a turning point:

I think talking to you has helped, and talking through it with the Medicare fraud people helped.
They said, “It’s not your fault. You didn’t do anything wrong.” Those words of assurance and
support resonated a bit with me… I needed to hear that.

For Thomas, this interaction helped differentiate legitimate institutional support from fraudulent
actors, allowing him to rebuild a degree of trust while reducing self-blame and distrust. Such
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moments underscore how social redress often depended on supportive responses from others,
including family members, peers, and frontline institutional staff.

However, social redress was not linear or uniform. While some participants sought renewed
connection, others responded by narrowing their social and digital engagement as a protective
strategy. These practices included avoiding phone calls from unknown numbers, limiting e-mail
interactions, and relying only on familiar companies or platforms. John reflected on this shift,
saying he had become “unfortunately, more jaded.” Thomas described refusing to answer calls
unless he recognized the number, even when this meant missing recent calls from neighbors.
Charles, who once described himself as an “open book,” explained that he now avoids unfamiliar
platforms entirely, preferring established ones like Amazon. Robert similarly emphasized sticking
with companies he already trusted, noting that he had become “leery of new or smaller [companies].”

This consolidation of engagement suggests that social redress does not necessarily lead to a full
return to pre-scam behaviors; rather, it often results in a restructuring of trust that prioritizes known,
vetted entities over new interactions. For these participants, social redress emerged not through
re-engagement but through the careful curation of sociotechnical environments. However, while
this curation can be beneficial, as when a potential scam is averted through stricter boundaries, it
can also carry costs, such as missing a neighbor’s important call or, as some participants noted,
checking health portals and other previously meaningful digital resources less frequently. In either
case, social redress was shaped not only by the desire to reconnect but also by efforts to regain a
sense of safety and control.

Strengthening Community Defenses and Inadequate Reporting Processes. Beyond individual efforts
to rebuild trust and social ties, many participants understood social redress as a collective responsi-
bility. Participants emphasized educating others, sharing experiential knowledge, and contributing
to broader scam prevention efforts as ways of transforming personal harm into broader community
protection. By recounting their experiences, participants sought to equip others with practical
awareness. James, for instance, described sharing his experience with friends “as a learning experi-
ence… ‘this is what happened to me. Don’t let it happen to you.’ That’s part of my sharing.” John
discussed a similar desire:

I tried to tell as many people as I could, in my realm of people, to let them know [about this
scam], and then they could let other people know. To try to spread [the information] in a way
where it multiplies.

For many participants, this sense of responsibility extended into formalized efforts to combat
scams. Participants reported new scams when they encountered them, providing information to
corporations, banks, and regulatory bodies, and, in some cases, signing petitions or participating in
online discussions. These practices were grounded less in expectations of personal benefit than in
a feeling of responsibility and a commitment to care. Deborah said she started reporting scams
out of principle, explaining that after her own experience, she “reported [scams] anywhere I could
possibly think of to try to put a stop to it, for other people.” John similarly expressed a sense of
solidarity with other older adults online in discussing his scam reporting practices: “I just knew
that if I was scammed, there were probably hundreds or thousands of us that have been scammed
the same way.”

This orientation toward community responsibility underscores a broader desire to protect others
and contribute to systemic change. John’s frequent practice of reporting scam e-mails and signing
petitions advocating for stricter regulation reflects this. As he explained, these actions were about
“being part of a group that wants change.” In this way, these practices supported social redress by
protecting others and, in doing so, restoring participants’ sense of connection and participation in
a shared social world.
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However, these practices were frequently constrained by the inadequacy of reporting processes.
Participants who attempted to report scams often received little to no feedback, leaving them
uncertain whether their efforts had any tangible impact. Thomas, for example, described ambivalent
feelings about reporting scam e-mails:

There’s an automated thing in the e-mails. If I get [spam or a scam e-mail], I can click on a
thing that says, “report as spam.” So I do that frequently, but I don’t know if it stops them…
but at least it feels good that I report it as spam and that it may go into something.

While reporting offeredThomas a momentary sense of contribution, he remained unsure whether
these actions meaningfully strengthened community defenses. Others expressed deeper frustration.
Nancy explained that she stopped reporting scams altogether, noting that reporting systems “never
have any feedback—none,” concluding that she was “not wasting my time doing all that if they’re
not going to do [anything].” James captured this disillusionment: “Why bother reporting, if you’re
never going to know anything? Why should I waste my time?”

These accounts reveal a critical gap in these reporting systems. Although participants demon-
strated a desire to contribute time and effort toward protecting others, their actions were often met
with institutional silence. This lack of reciprocity undermined sustained engagement, ultimately
constraining participants’ capacity to translate individual experience into collective impact. While
participants sought to transform their experiences into actionable knowledge for the greater good,
insufficient institutional support limited their ability to enact meaningful change beyond their
immediate social worlds.

4.4 The Post-Scam: Material Resonance and Redress
The general goal of a scam is to shift ownership of something valuable from the scammed to
the scammer. While this exchange under false pretense occurs in an instant, there is a material
resonance to scams, as material consequences are felt over time. If we understand material resonance
as the tangible consequences that emerge in the aftermath of a scam—such as stolen identities,
financial losses, or damaged credit—then material redress refers to the practices aimed at mitigating,
recovering, or compensating for these material harms. Below, we unpack material resonance and
redress.

4.4.1 Material Resonance. Material resonance encompasses the tangible, economic, and logistical
consequences that scams impose over time, including direct financial loss, disruptions to financial
stability, and enduring administrative burdens. These effects often persist long after the initial
interaction, reshaping daily routines, financial planning, and broader life trajectories. Among our
participants, direct monetary loss was the most commonly reported material impact (N = 17),
followed by identity theft (N = 6) and damage to credit scores (N = 3).

Susan, for example, experienced two prolonged romance scams in which scammers embedded
themselves into her daily life before requesting money. In the second case, the scammer claimed he
needed his legal fees covered after being jailed and asked for an amount Susan could not afford:

I told him, “Are you gonna scam me too?” Then, he got really mad, he said, “I’m not a scammer.
That’s humiliating.” I’m sorry, you know, but it just sounds like the same thing all over again…
So, I did end up sending him some money for lawyers and stuff. But, then, that was it. I never
heard back from him.

Despite her doubts, and after months of talking each day, the scammer disappeared with approx-
imately $10,000 of Susan’s money. Combined with her earlier experience (“I had money for my
granddaughter’s graduation… he took that…”), these losses left Susan in significant debt and forced
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her to take out a home equity line of credit to pay off her credit cards. Ronald described a similar
trajectory: a months-long scam drained tens of thousands of dollars, disrupting his retirement plans
and long-term financial security. In these cases, material resonance extended beyond a single loss
to include longer-term financial constraints and altered life planning.

Material resonance also emerged through identity theft and the administrative work required
to address it. After James’s identity was stolen and used for further fraud, he delayed replacing
his government-issued ID, deterred by both the bureaucratic burden and the anticipated embar-
rassment of potentially explaining what had happened. When the first author suggested going
to the Secretary of State weeks later, James replied, “I know, I know… that’s what my wife said
too…” Mary experienced a drop in her credit score after a scam interfered with automatic banking
payments—particularly distressing given the care she had taken to maintain her score over the
years. Regaining her score required contacting her bank and the three major credit bureaus while
repeatedly recounting the incident, taking days of effort.

For Linda, material resonance took the form of cascading administrative burdens. After a scam
targeting her online investment account, she canceled her credit card and began the process of
updating payment information across multiple subscriptions. Near the end of this process, she
received an e-mail stating that her SiriusXM satellite radio account had expired:

I gave them all [my new credit card] information thinking I was redoing my Sirius billing. (…)
If you looked at everything on the e-mail, it looked very legit. It was verified by the checkmark
with a little shield. (…) Then it had the McAfee sign and a whole bunch of different verification
signs… it looked very legitimate. Worryingly so.

Relying on familiar cues of legitimacy, Linda entered her information into the false SiriusXM
portal and was scammed again. Hours before our interview, she had canceled her second credit
card in a single week, restarting the entire administrative process again.

Together, these accounts illustrate how material resonance encompasses not only the immediate
loss of money, information, or identity but also the recurring logistical labor that follows—canceling
accounts, correcting records, navigating bureaucracies, and adjusting financial practices. In some
cases, the same systems required to recover from harm can expose participants to further risk
or demand sustained time, effort, and emotional energy. For participants like Susan and Ronald,
material resonance thus raised an unresolved and pressing question: what comes next?

4.4.2 Material Redress. In pursuing material redress, participants more frequently engaged
with corporate resources than with government resources.3 Survey responses indicate that most
participants (N = 26) contacted banks, credit card companies, or other corporate entities after a
scam, reflecting an immediate focus on recovering money or securing compromised accounts.
Fewer participants (N = 12) contacted government agencies, including local law enforcement or
federal institutions. Some participants engaged multiple institutional domains. Donna, for example,
described her recovery efforts as relying on a “three-legged stool” of governmental, financial, and
corporate support, emphasizing the need for assistance at multiple levels. Across these pathways,
however, participants’ efforts towardmaterial redress were often constrained by limited information,
unclear jurisdiction, and uneven institutional responsiveness.

Navigating Material Redress Resources and a Lack of Information. Participants’ attempts to achieve
material redress were shaped by uneven access to legal and financial infrastructures and by a lack

3Corporate resources were defined in the survey as: “A bank to check your credit statement, a credit or debit card company,
a retailer like Amazon or JCPenney, an e-mail provider like AOL or Google, or a phone provider like Apple or Verizon” while
government resources were defined in the survey as “A local resource such as the police department or city government; a
state resource such as the Michigan Department of Insurance and Financial Services; or a federal resource, such as the FTC.”
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of clear, actionable guidance. For some, success depended on persistence and the ability to navigate
opaque systems. John, for instance, ultimately recovered his losses, but only after sustained effort.
As he explained, “For me, it just felt like I had to keep going—not giving up, no matter what.”
Although he initially considered contacting the FTC or his congressional representative, John
concluded that these avenues would not lead to short-term financial recovery. His first interaction
with his bank ended in refusal, with the loss attributed to his own actions. Rather than accepting
this outcome, he continued to press his case:

I couldn’t afford to lose that much money. So that was my main incentive, I was not going to
accept it. I just knew that somebody had my money, and I was gonna get it back. (…) I would
ask the people that I talked to: What’s my way into the whole system? And what department
is the best department [to talk to]? Then they would refer me to another department. And,
then, sometimes, I would make kind of a friend or an ally in that department. (…) It was many,
many calls, and then I’d call the one person [who could help] for as many times as it took
(…) And then, eventually, people had been at the bank for a long time, and they kind of knew
where there was a workaround, and they were able to do something to help. I just kept going.

John’s experience illustrates how material redress can hinge on sustained self-advocacy, infor-
mal knowledge of institutional hierarchies, and access to sympathetic intermediaries. His diary
entry—“So glad I don’t have to continue with trying to get money back”—captures both relief and
the exhaustion produced by prolonged engagement with a fragmented redress landscape.

For many participants, however, persistence alone was insufficient. A recurring barrier was
uncertainty about where to turn in the first place. Participants described not knowing which
organizations had jurisdiction, how to reach a human representative instead of a chatbot or phone
tree, or whether a given resource would be relevant to their situation. This uncertainty often
prevented engagement altogether. Survey data reflect this pattern: most respondents (N = 19)
did not consider contacting government agencies, and interview accounts suggested that these
institutions were frequently perceived as distant or ineffective in post-scam recovery. Despite
this disengagement, participants consistently articulated a desire for a clear and trusted source of
post-scam guidance. Linda proposed a fraud hotline with the same visibility and legitimacy as 911,
while Mary imagined a single point of contact that could offer tailored, actionable advice:

I would just really like a central number (…) that I could have called and said, “Look, this is
happening, what do I do?” and they would have the answers for me and directed me.

Mary’s suggestion highlights a broader issue: the uneven dissemination of post-scam information
across communities. Donna described this gap using the metaphor of an umbrella: large institutions
such as the FTC or state police exist overhead, but their guidance does not consistently reach
individuals at the community level:

We’re all under this big umbrella. But every umbrella stretcher needs to lead to a community…
I need the information to filter down so that it reaches me in my community.

While Donna envisioned a stronger central institution to facilitate this flow of information, other
participants expressed skepticism. James questioned the feasibility of a centralized solution given
budget constraints, while Robert voiced distrust in sharing personal information with government
agencies, even as he acknowledged the scale of financial harm caused by scams. Thomas instead
advocated for local intermediaries, such as senior or recreation centers, to connect older adults
with formal resources: “They should have a support group for scams—or at least a phone number
to a staff person who’s [knowledgeable] about scams.”
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Taken together, these accounts point to two intertwined barriers to material redress: the absence
of a widely recognized and trusted point of entry for post-scam assistance, and the lack of effective
local channels for translating institutional resources into community-specific support. These gaps
mean that evenwhenmaterial redress mechanisms exist, they are not always accessible or actionable
for those who need them most.

Attempting Material Redress and Institutional Unresponsiveness. Material redress following scams
often required participants to navigate multiple institutions, including banks, credit card companies,
investment firms, and digital payment services—a complex assemblage of resources. Participants
engaged with these resources through e-mails, online forms, phone calls, and, in some cases,
in-person visits. Outcomes varied widely. Some participants received restitution within days, while
others saw little progress despite sustained effort. This variability reflects the contingent nature of
material redress, shaped by the type and extent of scam, institutional policies, and participants’
capacity to persist through complex systems.

As with social redress above, a central barrier during material redress was the absence of
meaningful feedback from post-scam stakeholders. Participants described the process as a “black
box”: information was submitted, but outcomes were opaque, delayed, or never communicated.
Many recounted long phone calls, repeated transfers between departments, and the need to retell
their experiences to unfamiliar representatives, often without resolution. Over time, this repetition
became a form of bureaucratic endurance that compounded the original harm, amplifying frustration
and eroding trust in institutional responsiveness. Mary described this process:

I contacted them over… I mean, I can’t tell you how many times, and they did nothing. The
worst part is, “Well, I need to transfer you,” then you have to tell your story again. “Well, I’m
going to put you in touch with the person who can help.” And you tell your story again. The
process is horrible.

Mary’s account illustrates how institutional processes, when lacking coordination or continuity,
can reproduce the harms they are intended to remedy. Rather than fostering resolution, the cycle
of repetition and non-responsiveness became its own source of distress, adding procedural burden
to the original financial loss. Echoing this, James reflected:

If you go to an agency, like the fraud agency at the bank, for example, you’ll never know the
results of what they’re going to do anyway. There’s no feedback. You just wave a white flag
and say help. And then you walk away from the battle. There’s no reciprocity, and nothing
comes back to you, where you can say justice has been served.

For many participants, material redress became a cycle of effort without visible outcome. Actions
taken were rarely acknowledged, progress was unclear, and accountability remained elusive.
Ronald’s experience illustrates how even sustained engagement across institutions could stall.
Despite engaging both financial and legal channels—each referring him to the other—his case did
not progress:

The woman from Charles Schwab was a fraud investigator. She recommended I contact the
police. (…) The police were cautiously optimistic that they might be able to help. Nothing came
from that. The county sheriff said he had contacts with the state police, and there were people
that he could contact (…) I never heard anything back. So, the fraud investigator from Charles
Schwab I would call, I just felt like she was there for me. But, you know, in the end, there’s
nothing she could do.

Ronald’s account highlights a recurring pattern: interpersonal support from individual represen-
tatives did not translate into institutional resolution, and referrals to broader networks of support
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rarely materialized into meaningful action. Even when participants felt heard, structural limits
constrained what could be done. Faced with prolonged unresponsiveness, participants diverged in
how they approached “what comes next.” Some emphasized persistence. John described continued
pressure as necessary: “you’ve got to work hard (and) be willing to not stop until you get some
kind of gratification.” Others recalibrated their expectations, reframing closure as a personal rather
than institutional outcome. Robert, reflecting in his diary, described choosing to let go:

Hopefully, I have learned enough that I will not fall victim to frauds/scams again. In the past,
I might have tried to obtain justice, but the older me (because of my aging body and mind)
finds that contemplating such events is more destructive to the mind and body than forgiving
and letting go. I want to pursue knowledge and helpfulness rather than negative thinking.

Here, Robert’s response illustrates a shift from material to affective priorities, reframing closure
as an internal process. For others, redress was deferred rather than abandoned, constrained by
competing demands. Linda documented in her diary the overlap of scam recovery and caregiving
for her husband:

Tired. Recovering from husband in hospital earlier this week. Although there is more that I
need to do (after being scammed), I have put things on hold. Annoyed every day by scammers
calling my husband who has Alzheimer’s. Have tried to block his phone number but that did
not work. Have to find an app that was recommended and install it—when he doesn’t have his
phone. I am also still getting calls and e-mails but not as many as he gets.

Linda’s account underscores how material redress unfolds within broader life contexts. The
labor of recovery competes with existing responsibilities, requiring ongoing judgment about where
limited time and energy should be directed.

Even when financial restitution did occur, participants questioned whether it constituted mean-
ingful redress. Deborah pointed out that while her fraudulent charges might be reversed, her
scammers were not held accountable: “[banks] expect x amount of dollars every year [in scams],
but what do they do with [our] reports? What happens to the scammers?” Such reflections suggest
that closure was not simply about recovering lost funds, but about achieving some form of justice,
reciprocity, or acknowledgment—outcomes that institutions rarely provided. Linda expressed a
similar sense of unfinished business, calling for, in her words, justice: “Who goes after these people?
Nobody?”

4.5 The Recursive Post-Scam: Scammed while Seeking Redress
During the process of redress, several participants reported being targeted by additional scams—this
time by individuals posing as recovery agents who claimed they could help retrieve the money
lost in the initial scam. These secondary scams capitalized on participants’ desperation, turning
their efforts toward redress into opportunities for further harm. Ronald, for instance, recounted
how he was scammed again by someone who promised to help recover his losses—for a fee. As he
described:

There are people out there that say they can get the money back, and I actually reached out
to somebody, then I put out like $6,000 or $8,000 to try to get the money back. And he said
he could do it. He sent me a document, basically, like a contract, but it couldn’t be used in a
court of law, I don’t believe […] I talked with the guy so many times. I trusted him, but still,
there’s this, you know… I’ve trusted people before. […] He told me that there was something
going on, where he could get my money back but for the next step he needed, like, $10,000 or
$20,000. And at the time, I didn’t have it…

ACM Transactions on Computer-Human Interaction, Vol. 33, No. 3, Article 33. Publication date: June 2026.



The Aftermath of Technology-Mediated Scams 33:23

Ronald’s experience exemplifies how the pursuit of material redress can itself become a risk.
So-called “recovery scams” exploit not only the financial precarity but also the affective aftermath of
being scammed—grief, hope, and a longing to regain agency. The scammers’ tactics—offering resti-
tution, issuing contracts, maintaining steady communication, and cultivating a tone of trust—mimic
the processes participants were seeking from legitimate channels. In this way, where institutional
redress fell short or proved inaccessible, scammers stepped in to fill the gap. Rather than resolving
harm, these secondary scams prolonged participants’ ordeals, compounding their losses, corroding
trust, and intensifying emotional strain.

Even after the formal study concluded, several participants continued to contact the first author
to share ongoing encounters with scams, underscoring the prevalence of this recursive post-scam
experience. In a follow-up conversation, Susan described a recent event: “I just got something from
some kind of recovery [law firm]. It’s an actual company that goes after scammers. And I think
there’s a charge of like 15% of whatever they recover.” She had reached out to a law firm she found
through a Facebook advertisement claiming to help scam victims reclaim their lost funds. The ad,
tapping into the affective and material aftermath of online scams, made a direct appeal: “Have you
ever been scammed? […] Get your money back! The recovery rate is as high as 90%!” Following
the URL included in the e-mail, the first author visited the firm’s web site. On the surface, the site
presented as credible and professional: it featured an official landing page, detailed profiles of its
lawyers, a prominent TrustScore backed by hundreds of reviews, and a New York City address
corresponding to a Google-reviewed law office. A Consumer Financial Protection Bureau shield
appeared on the site, labeling it an “officially licensed law firm.” The web site claimed specialization
in several high-stakes legal domains—immigration, medical malpractice, premises liability, and,
notably, fraud and scam recovery.

However, closer inspection revealed that the firm was part of a network of cloned web sites
sharing identical content, fabricated credentials, and coordinated domain registrations—indicating
a large-scale scam operation rather than a single fraudulent entity. These sites were carefully
crafted to simulate credibility, borrowing the visual language and institutional markers of trust.
For participants like Susan, this blurred the line between genuine support and deceptive promises,
adding yet another layer of complexity to an already fraught landscape. After falling victim to a
relationship scam, Susan had taken out a home equity line of credit to stabilize her finances. The
offer of legal help—purportedly from an accredited firm—seemed like a lifeline, and the upfront
finder’s fee felt like a reasonable investment. Unfortunately, it was just another scam, leaving Susan
more distrustful of online environments that seemed to prey on her desires.

5 Discussion
5.1 Mapping a Multi-Stage Research Agenda on Scams and Older Adults:

The Pre-Scam and Scam Stages
We undertook this research to examine scams as lived sociotechnical experiences, focusing specifi-
cally on older adults—a population described as underrepresented in privacy and security research
[51]. In our preparatory work, we observed that much of the existing literature conceptualizes the
scam as a discrete incident or static artifact—a message, a transaction, or a singular moment of
deception—in other words, as a bounded “thing” [115]. Such framings can obscure the temporal
and relational processes through which scams emerge, are sustained, and later made sense of and
(hopefully) redressed.

To address this, we draw on scholarship in HCI and CSCW that treats interaction as a fundamen-
tally temporal phenomenon, emphasizing unfolding events, situated processes, and lived experience
rather than isolated moments or artifacts [13, 94, 98, 105, 115]. From this perspective, a scam can be
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Table 3. Pre-Scam and Scam Stages

Stage Temporal
Boundaries

Sociotechnical Conditions Current Research Current
Interventions

Pre-Scam Stage before direct
contact; ends when
interaction is
initiated.

Individual: Personal
vulnerabilities, capabilities,
and dispositions shaping
potential exposure.
Social: Trusted networks and
support systems.
Technological: Properties of
technologies scammers
exploit.
Structural: Institutional and
policy contexts conditioning
risk (e.g., financial
regulations).

Identifies susceptibility
and risk factors to
support prevention
efforts. Surveys,
experiments, interviews
map risk profiles and
measure digital literacy.

Education and
awareness campaigns;
community outreach;
digital literacy training;
simulations to improve
detection.

Scam Stage begins with
first scam
interaction; ends
when scam’s goal
is met, older adult
disengages, or
scam is disrupted.

Social: Interactions between
scam and older adult, often
trust- and
dependence-building.
Technological: Systems that
mediate scams, spoofing (e.g.,
area codes, hallmarks of
trust), urgency cues,
AI-generated content.
Structural: Rapid transfer
systems, lack of friction in
financial transactions.

Analyzes dynamics and
mechanisms of
persuasion, deception,
and engagement.
Studies draw from scam
artifacts, linguistic
analysis, and
retrospective accounts.

Scam-blocking systems;
conversation
interruption
mechanisms; “digital
buddy” systems;
AI-driven alerts.

understood not as a singular thing in isolation, but as an extended, temporally distributed process
that unfolds through a series of loosely bounded and interdependent stages. Understanding scams in
this way highlights how each stage entails distinct sociotechnical dynamics, actors, methodological
challenges, and opportunities for intervention. We conceptualize this as comprising three stages:
(1) the pre-scam enabling conditions that render a scam possible, (2) the scam itself, as it is enacted
and endured, and (3) the post-scam period, during which individuals and their networks negotiate
the ongoing consequences of the scam.

If scams unfold across distinct yet interrelated stages, research on scams and older adults must be
attentive to which stage is being theorized and intervened in. In what follows, we map a multi-stage
research agenda by outlining each stage’s temporal boundaries and sociotechnical conditions, along
with corresponding research directions and interventions. Table 3 summarizes prior work on the
pre-scam and scam stages and highlights gaps that remain. In doing so, we advance a temporally
grounded understanding of scams.

5.1.1 The Pre-Scam Research Agenda. Existing research into the pre-scam and scam stages
has identified the conditions that make scams actionable and the tactics that sustain them once
underway. Within the pre-scam stage, this body of work has been especially effective in artic-
ulating potential and realized risk factors for scams targeting older adults (e.g., [21, 40, 104]).
Such prevention-oriented research has been instrumental in identifying and mitigating particular
forms of risk. Building on this foundation, scholars have translated these insights into practical
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prevention efforts—shaping public awareness campaigns, community outreach initiatives, and
technical systems designed to reduce the likelihood of scams before they occur [24, 71, 104].

While these efforts have advanced understanding and awareness, their impacts can be limited:
for instance, even after training, older adults may remain unable to detect scams, despite feeling
more confident in their abilities [71]. Moreover, as Herrera et al. note, technological prevention
tools “only work for those who utilize them,” emphasizing how differential access and adoption
limit prevention’s effectiveness in practice [63, p. 7]. Additionally, much pre-scam work reasonably
focuses on individual knowledge, vigilance, or skill as sites of intervention. However, when these
factors become the primary or exclusive focus, responsibility for prevention can appear to rest
largely with individuals themselves. This framing can make it harder to see how broader sociotech-
nical conditions—such as platform design, institutional practices, and policy decisions—also shape
the scam’s conditions of possibility and distribution of risk [30, 55]. In this sense, an emphasis on
individual-level prevention may unintentionally align with what Vines et al. describe as a deficit
model of aging, one that centers remediation of individual shortcomings rather than attending to
how older adults act within, and are constrained or supported by, sociotechnical contexts that, in
our case, mediate exposure, harm, and recovery [111].

Looking ahead, a more comprehensive understanding of scams therefore does not replace pre-
scam, prevention-oriented research but, rather, should extend it. Future work in HCI and CSCW
should investigate how sociotechnical systems distribute risk and responsibility among their users.
This includes examining how infrastructural and policy decisions influence which users are most
exposed to scams and how intergenerational, institutional, and community relationships can play
an important role in scam prevention. To capture these dynamics, future research would benefit
from longitudinal and participatory approaches that trace how everyday practices of technology
use, trust, and safety shape exposure to scams over time [115]. In sum, the strengths of current
pre-scam research provide a necessary foundation for—but not a complete picture of—the broader
dynamics that characterize the pre-scam stage.

5.1.2 The Scam Research Agenda. If research within the pre-scam stage has emphasized risk
and prevention, then work within the scam stage has primarily focused on disruption. This body of
research examines how scams take shape and explores interventions designed to interrupt them in
real time [39, 92, 104, 122]. Yet, this research also underscores the persistent challenges in designing
interventions that can respond effectively to the evolving dynamics of the scam stage. Some work
has proposed human-in-the-loop models, such as digital “buddy systems” designed to encourage
disengagement from active scams [87]. While promising in theory, these systems raise complex eth-
ical questions, including the potential for overreach or even financial abuse by trusted “buddies” [21,
58]. Technological approaches, particularly those leveraging AI for real-time detection, introduce a
similar tension between surveillance and support [122]. Such systems may offer protective benefits
but risk infringing on privacy or introducing paternalistic oversight—concerns that are especially
relevant for older adults already subject to heightened suspicion, monitoring, and regulation [24,
51, 100]. Additionally, as AI-enabled detection tools proliferate, they risk reinforcing a reliance on
technological fixes, leaving underexplored the potential of non-technological or collective strategies
in the scam stage. For instance, training trusted intermediaries—such as bank tellers, community
center staff, or customer-facing employees at grocery stores where gift cards are sold—to recognize
and respond to signs of scams could complement or replace purely technical solutions [31].

Moreover, many proposed interventions are necessarily partial, as they aim to interrupt scams
at the level of individual incidents rather than address the broader social, infrastructural, and
economic conditions that enable them [63]. Much existing work on the scam stage also relies
on scam simulations or secondary analyses of existing datasets (e.g., [19, 99]). While valuable

ACM Transactions on Computer-Human Interaction, Vol. 33, No. 3, Article 33. Publication date: June 2026.



33:26 S. Ankenbauer and R. Brewer

for isolating specific scam mechanisms, these approaches offer limited insight into how scams
operate in practice or evolve over time. Our study instead examines scams as lived experiences,
foregrounding older adults’ perspectives and tracing both recent scams and those unfolding in
real time. In Section 4.1, we show how scams are shaped through constellations of sociotechnical
factors, including platform design, check-clearing policies, proximity to banks, and dynamics
of interpersonal and institutional trust. This analysis underscores the need for methods that can
capture scams as lived and evolving processes [115]. We position diary studies as one such approach.

A defining challenge of the scam stage is its dynamism: scammers continually adapt their tactics
in response to new technologies, shifting platforms, and changing social and economic conditions
[1]. This dynamism is not merely a practical challenge for researchers but a temporal condition of
scams themselves, which evolve alongside the infrastructures, institutions, and everyday practices
that enable or constrain them. As a result, interventions designed for the scam stage may quickly
lose effectiveness as conditions change [77]. Addressing this challenge requires research and
design approaches that are sufficiently situated to capture the specificity of individual scams while
remaining flexible enough to inform broader insights [106]. For example, can insights from tech
support scams meaningfully inform deepfake scams [122]? Designing for the particularities of
context and practice is especially challenging when antagonism serves as the scam’s organizing
principle.

Looking ahead, future HCI work within the scam stage could examine how scammers, systems,
and users co-evolve, tracing how new technologies and interventions give rise to new forms of
scams. This work could also be informed by the life-cycles of scams themselves—when a new
scam becomes prevalent, what measures are taken to curb the scam’s success, and how do those
measures, in turn, reshape the scam’s form? For instance, during the writing of this article, text
message scams about unpaid toll fees briefly surged in the United States before fading as new scams
emerged and preventative information about toll scams became available [45]. Such approaches
would move scam-stage research beyond one-off disruptions toward a deeper understanding of
how scams and interventions co-evolve over time.

In sum, scholarship on the pre-scam and scam stages has provided a strong empirical and
technical foundation for the prevention and disruption of scams. However, enduring challenges
remain: the long-term feasibility of awareness and training interventions, the limited exploration
of collective or infrastructural prevention strategies, the ethics of real-time detection systems,
and the lifecycle dynamics through which scams emerge, proliferate, and adapt in response to
new preventative measures. Addressing these questions will require research that is temporally
sensitive, methodologically plural, and attentive to the sociotechnical systems in which scams are
embedded and addressed. It is also important to note that less is known about what follows once
the scam stage concludes.

5.2 Mapping a Multi-Stage Research Agenda on Scams and Older Adults:
The Post-Scam Stage and the Need for Justice

While the pre-scam and scam stages have received extensive attention, the post-scam stage re-
mains comparatively underexamined. Existing efforts, even at the federal level, reveal this neglect:
documents from the FTC-led Scams Against Older Adults Advisory Group, formed under the Stop
Senior Scams Act, reference the post-scam only once. Similarly, HCI research in adjacent areas
such as financial abuse and online harassment has begun to note a broader absence of inquiry into
post-harm experiences (e.g., [15, p. 2]). We can extend this call to HCI research on technology-
mediated scams. For the millions scammed out of billions, the post-scam stage warrants closer
attention.
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Table 4. Summary of Post-Scam Resonance and Redress

Domain Resonance Redress Barriers to Redress

Affective Emotional impacts that follow
a scam—such as shame, anger,
fear, or self-blame—that linger
and resurface over time.

Regulating emotions through
self-compassion; reframing
distressing experiences;
rebuilding a sense of safety.

Emotional fatigue; difficulty
managing feelings of safety;
lingering distrust.

Social Lingering disruptions to in-
terpersonal relationships, rou-
tines of communication, and
social trust.

Reestablishing trust and so-
cial connections; strengthen-
ing community defenses.

Social withdrawal or consoli-
dation of lifeworlds that lim-
its social engagement; inade-
quate reporting and support
processes.

Material The tangible and ongoing
material consequences of
scams—stolen identities,
financial losses, or damaged
credit.

Navigating institutional and
financial systems in pursuit of
recovery, restitution, or com-
pensation.

Structural information barri-
ers; institutional unrespon-
siveness; difficulty recovering
lost funds.

Responding to this gap, our work examines the post-scam stage as one of ongoing negotia-
tion—what we term processes of resonance and redress. Through interviews and diary studies with
older adults, we traced how scams resonate across affective, social, and material dimensions of
everyday life (RQ1), how older adults make sense of the aftermath of scams, including their needs,
desires, and concerns that emerge (RQ2), and how efforts to respond constitute practices of redress
(RQ3). Redress, we found, was rarely linear or complete. It unfolded through iterative cycles of
reflection, interaction, and adaptation—often mediated, and sometimes constrained, by technolog-
ical systems. Taken together, our findings position the post-scam as a distinct and critical stage
of inquiry, with its own sites for design and intervention. Table 4 summarizes the three domains
through which we characterize post-scam life—affective, social, and material—each encompassing
distinct forms of resonance, redress, and barriers to redress.

Participants’ efforts extended beyond individual redress toward a broader concern with justice.
In HCI, justice has been described as “the social concerns, obligations, and ethical commitments
created through our interactions with each other” [50, p. 3294]. Seen this way, redress is not merely
a practical response to harm but a condition through which ethical commitments become grounded
in lived experience: “the identification of redressable injustice is not only what animates us to
think about justice and injustice—it is also central (…) to the theory of justice” [103, p. vii]. In
this sense, justice becomes actionable when specific harms are recognized as redressable. Without
redress, justice remains abstract. Without justice, redress becomes fragmented, left to individuals
rather than supported collectively. Redress, then, is the lived terrain through which justice—and its
absence—is experienced and enacted.

Building on this framing, we identify three recurring ways older adults’ efforts toward redress
break down, revealing the structural conditions that constrain justice in post-scam life.These are not
isolated incidents but patterns that show how post-scam experiences are shaped by entanglements
of power, accountability, and care that determine who is heard, who is helped, and whose needs
remain unacknowledged. We show how justice is both conceptually and operationally constrained,
and how HCI researchers might respond to these limitations.

5.2.1 Ageism Constrains Redress. One such condition that constrains the possibilities for re-
dress—and, by extension, justice—in the post-scam stage is ageism. Ageism, “the stereotyping,
prejudice, and discrimination toward people on the basis of age,” operates not only interpersonally
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but also through technological, institutional, and policy infrastructures [66, 91]. Ageism shapes
how older adults’ competence is interpreted—by others and by older adults themselves. Research
on this self-ageism demonstrates that pervasive discourse around decline can lead to internalized
limiting beliefs about one’s own digital competence, discouraging online participation (e.g., [74,
118]). Miche et al. call this process “subjective aging,” wherein individuals come to see themselves
as “too old” to engage confidently with technology [82].

Existing research complicates such stereotypes. While older adults are disproportionately tar-
geted, they are not inherently more susceptible to scams [10, 99]. Scam prevalence appears higher
among older adults because scams constitute a larger share of the crimes they encounter overall, not
because of age-related deficits [99, p. 438]. Moreover, many health, disability, and social variables
show no consistent association with scam susceptibility [68, p. 7]. Together, these findings shift re-
sponsibility away from perceived individual deficiencies and toward the tactics and infrastructures
through which scams operate.

Even so, presumptions of age and ability directly shaped how participants in our study experi-
enced and responded to the post-scam stage. In our work, ageist assumptions—whether internalized,
externalized or anticipated—shaped how participants sought help, disclosed their experiences, and
pursued redress. Many described silence as a form of self-protection, fearing that disclosure to
family, partners, or friends would invite ageist judgments about their abilities. Recall Kenneth, who
described how disclosing a scam felt like an invitation to scrutiny, making help-seeking feel like
a threat to his autonomy. The pursuit of redress was constrained not by a lack of awareness or
motivation but by the perceived costs of visibility. Elsewhere, participants characterized themselves
as uninformed or gullible, linking these characterizations to their age. When scams are framed as
individual failings, disclosure can feel like an admission of guilt, prompting withdrawal or avoid-
ance. Prior research shows that older adults who have endured scams are less likely to respond to
surveys about scams [10, 36] and may limit technology use as a way to circumvent further risk
[41, 51]. Our study extends these insights, showing how non-use emerged as a deliberate, situated
practice in which participants described shrinking their technology-mediated footprint. While
these practices reduced immediate exposure to risk, they had cascading consequences: participants
missed neighbors’ calls, disengaged from online health portals, and restricted their digital activities
to a few trusted spaces.

Confronting age-based bias has been shown to improve older adults’ self-efficacy and well-being
[121]. Building on this, future research should further our findings by examining non-use as a
situated practice against scams and other forms of digital harm—one that protects against immediate
risk yet may, over time, deepen digital exclusion and reinforce structural inequities. Mapping if,
when, and how avoidance becomes exclusion can clarify design priorities for equitable redress.
Building on this, HCI interventions could be designed to counter ageist assumptions and mitigate
the shame and self-blame that often accompany the post-scam stage. For instance, outreach, support
tools, and reporting interfaces could normalize being scammed, affirm competence, and offer peer
stories early in the redressal process—something noted as meaningful in Section 4.3.2 (see also [5]).
Such interventions could be evaluated to assess how affirmation influences self-blame, help-seeking,
and re-engagement with digital systems. Participatory approaches could further identify what
constitutes affirming design for older adults through co-design sessions that surface which tones,
wordings, visuals, and forms of disclosure feel supportive or, otherwise, stigmatizing [34, 80]. In
general, research in this space should remain attentive to Vines et al.’s agenda for HCI and aging,
which calls for “challeng[ing] any taken for granted assumptions and predominantly negative
societal attitudes of ageing” [111, p. 17]. Such affirming design can smooth pathways toward redress
by countering ageism and supporting help-seeking in the aftermath of scams.
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5.2.2 Distrust Constrains Redress. If ageism constrains redress by shaping how older adults are
perceived and how they perceive and present themselves, the erosion of trust constrains redress by
destabilizing the relations through which redress must occur. Across participants’ accounts, scams
did not merely weaken confidence in a single actor or domain but, instead, fractured multiple,
interdependent layers of trust that structure everyday sociotechnical life. This included: epistemic
trust, as in James’s growing sense that online information and interactions could no longer be
taken as credible; interpersonal trust, as in Ronald’s discovery that a new friend was, in fact, a
scammer; and institutional or sociotechnical trust, as in Susan’s realization that confidence markers
such as TrustScore reviews or Consumer Financial Protection Bureau shields could themselves
be weaponized. These breakdowns rarely occurred in isolation—Susan’s experience, for instance,
entailed epistemic, interpersonal, and institutional trust simultaneously, complicating her efforts to
determine whom or what to believe when pursuing redress.

Accounts of trust in moral philosophy help clarify the moral and epistemic weight of the fractures
evident in our empirical work. Baier describes trust as a moral relation grounded in vulnerability
and risk—the risk inherent in believing that others will act as they ought to [8]. Trust, in this sense,
always carries the possibility of loss: we entrust others with something of value in the expectation
of shared good faith. For instance, James’s potential buyer and Cynthia’s Microsoft tech support
contact each appeared as cooperative partners pursuing a shared goal: the sale of a motorcycle or
the resolution of a technical issue. In trusting them, James shared personal information in the form
of his ID and Cynthia sent money via a Bitcoin ATM. When trust is violated, it can lead to distrust,
and our findings show how participants’ post-scam experiences were marked by this distrust in
whether, and under what conditions, they could trust (strangers, platforms, phone calls) again.
When individual violations of trust are repeated at scale, they can erode what Baier calls a “climate
of trust,” in which trustworthiness can be reasonably presumed, giving rise instead to a climate
where suspicion becomes a norm [9, 93]. As legal scholars Citron and Solove observe: “Over time,
as people are individually inundated by a swarm of small harms, the overall societal impact is
significant” [30, p. 797].

From an HCI perspective, our findings align with and extend existing work that conceptualizes
trust as dynamic and negotiated rather than a static presupposition. Because scams fracture trust
across multiple layers—epistemic, interpersonal, and institutional—and do so over time, they render
static or one-off models of trust insufficient. Future research should examine how experiences
of digital harm shape trust over time: which platforms, affordances, and interactions cultivate
trust, and which undermine it [62]? Longitudinal work might further trace how distrust is enacted,
sustained, and mitigated across subsequent interactions with people, platforms, and institutions
[6, 110].

As distrust accrued, participants developed an ambient awareness of risk that reoriented how
they approached technology-mediated environments. As scams and other digital harms become
increasingly visible, it becomes important to understand how this ambient awareness of risk
reorients older adults’ engagement with digital systems. For example, Susan needed to distinguish
between a fake law firm and a legitimate one, yet both deployed Consumer Financial Protection
Bureau shields and images of attentive lawyers. Here, markers meant to signal legitimacy became
unstable, transforming trust cues themselves into contested infrastructure. This raises design
questions about how confidence markers might be embedded in sociotechnical systems in ways
that are harder to replicate by scammers [69, 89, 108].

Taken together, these findings illustrate how trust is a negotiated, ongoing accomplishment
rather than a stable resource that can simply be restored when broken. Participants’ experiences
show how repeated violations across epistemic, interpersonal, and institutional domains produce
an ambient awareness of risk that reshapes how technology use in general and redress practices in
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specific are imagined and pursued. In such conditions, confidence markers and institutional signals
no longer function as reliable anchors, rendering trust itself a site of ongoing work. Designing for
post-scam redress therefore requires attention to how trustworthy relations are made, sustained,
and repaired across sociotechnical systems. Without such attention, redress remains constrained,
underscoring trust as a moral and infrastructural condition for justice rather than an assumed
backdrop.

5.2.3 Systemic Constraints on Redress. If ageism constrains redress by shaping how older adults
are seen and see themselves, and the erosion of trust constrains redress by destabilizing the rela-
tions through which it must occur, the design of sociotechnical systems can constrain redress by
obscuring the processes intended to enable it. Systems ostensibly designed to support redress—such
as “report spam” features, bank and credit card dispute channels, consumer protection portals, and
fraud reporting web sites—are sociotechnical arrangements that integrate automated classifications,
institutional procedures, and human judgment. Yet for many participants, these systems obscured
rather than enabled redress. Participants often did not know which institutions were relevant, what
would happen after submitting a report, or how to interpret delayed, automated, or ambiguous re-
sponses. As a result, redress efforts frequently felt as though they disappeared into a void—“nothing
comes back to you, where you can say justice has been served,” as James reflected—undermining
both participants’ sense that action had been taken and their motivation to pursue reporting
into the future. Together, these dynamics point to systemic constraints on redress that operate
not only at the level of system usability but at the level of how justice itself is structured and
recognized.

Even when money was returned back to their accounts, participants rarely felt that justice had
been served. Linda and Deborah, for instance, noted that their scammers “were still out there.”
James’s experience—in which his stolen identification continued to circulate in other scams—left
him bound to his scam through the continued circulation of his stolen identity. These accounts
illuminate a deeper tension between redress and justice. Scams operate through an economy of
extraction that demands individualized acts of recovery. This mirrors the logics of corrective justice
[114]. Corrective justice seeks to restore equilibrium between the wrongdoer andwronged, premised
on an “arithmetic proportion” between harm and restitution [14]. Yet, as our findings demonstrate,
corrective justice falters when there are no clearly identifiable parties or traceable harms. As scams
often involve anonymous scammers operating through diffuse means, accountability and, therefore,
restitution, are impossible [33]. Even when participants recovered their funds, they did not receive
them from the scammer but through institutional reimbursement programs—mechanisms that
redistribute loss across the financial ecosystem rather than correct a direct wrong.

While corrective justice reveals the limits of current redress mechanisms, it also exposes a
broader issue: the narrow conception of harm that underpins them. Scams extend beyond quan-
tifiable losses to encompass affective and social impacts. These, from participants’ perspectives,
remain unacknowledged in formal redress systems and, in previous work, are noted for being
“too speculative and hypothetical” to warrant recognition [29, p. 798]. Yet our findings show that
these so-called “non-traditional costs” shape older adults’ everyday lives [48]. Restorative justice
approaches suggest that redress should move beyond material compensation to include recogni-
tion of relational harm and acknowledgment of wrongdoing—for instance, through apologies or
dialogue that reestablish trust and accountability [102, 112]. Similar to corrective justice, however,
at present, the anonymity and distributed nature of scams make restorative processes like apology
largely unattainable. In this way, older adults who have been scammed must pursue redress through
sociotechnical systems that both adjudicate recognition and obscure their own operations. This
opacity compounds feelings of invisibility, confusion, and futility, while even successful outcomes
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tend to restore funds without holding scammers accountable or addressing affective and social
harm.

From an HCI perspective, addressing systemic constraints on redress and justice requires research
and design into more legible, accessible, and equitable redress systems. This includes improving
interoperability across reporting systems, creating multimodal and accessible interfaces, and en-
suring information continuity across institutional boundaries, including clearer communication
about how individual reports are used, what outcomes are possible, and what forms of justice these
systems can—and cannot—provide [97, 107]. Given HCI’s emphasis on interaction and informa-
tion dissemination, the field is well positioned to strengthen older adults’ connections to existing
resources and to enhance the responsiveness of formal redress mechanisms. Such work can be
community-based and informed by participants—in keeping with our own recommendation, we
partnered with our state’s Senior Medicare Patrol, a wing of the Medicare/Medicaid Assistance
Program that helps beneficiaries prevent and report health care fraud and scams, to develop and
distribute informational flyers to our state’s more than 600 libraries. These flyers feature clear
reporting instructions and resource contacts, addressing feedback from participants who felt lost in
the initial material redress steps post-scam and participants who did not feel comfortable accessing
their computer. Future research could consider supporting, as Linda proposed, a coordinated sys-
tem—akin to 911 for scams—that could streamline post-scam support, a need policymakers have
also recognized [57].

Efforts to improve systems for redress should be paired with research that informs structural
change in the post-scam landscape. As Lessig observes, digital technologies often evolve faster than
law and policy, producing forms of governance that operate outside formal regulation [76]. When
technologies function as moral infrastructures that shape ethical action [20], documenting where
and how technology-mediated harm occurs—and how redress is pursued or foreclosed—becomes
essential. In this way, HCI can help translate lived experiences of post-scam harm into evidence
that supports more accountable and responsive policy and institutional change [119]. Importantly,
our findings also show that older adults are not passive recipients of injustice but active agents
in cultivating individual and collective forms of redress. John and Deborah’s efforts to warn and
support other older adults, as well as Donna’s letter-writing campaign to her senator, illustrate
how post-scam redress can extend into civic and community action. Building on such ground-
up initiatives, HCI can support post-scam redress as a collective endeavor and one grounded in
community practices and the recognition of older adults as contributors to more just sociotechnical
futures [79].

6 Limitations
As with all interpretivist research, the findings presented here should be understood in relation
to the specific contexts and participants involved. Our study focused on older adults’ experiences
of scams and post-scam life, drawing on a sample of participants who were in their 60s and 70s,
who resided in a single U.S. state, and were predominantly white. While our participants provided
rich, detailed accounts of the post-scam stage, it also reflects certain demographic and geographic
limitations. The experiences of those 80 and above, as well as older adults from more racially and
socioeconomically diverse backgrounds, may differ in both how scams are encountered and how
redress is sought: in the types of scams prevalent, the platforms used, the accessibility of resources,
or the support assemblage available. In interpretivist research, the goal is not generalization but
analytical insight: to illuminate situated themes from empirical insights that can inform future
studies and design interventions within and beyond the immediate context (see [49]). Future work
should build on this study through comparative or cross-cultural research that examines how
sociotechnical infrastructures of redress vary across regions, institutions, and communities. For
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instance, excellent work concerning scams and their resonances can be seen in research from China
[122] and Iran [3]. Attending to these distinctions will clarify how intersecting factors influence
both the scams themselves and the possibilities for redress.

7 Conclusion
In this study, we examined technology-mediated scams that affect older adults, focusing on the un-
derexplored post-scam stage. Through a multi-method approach involving surveys, interviews, and
diary studies, we traced how scams resonate through the affective, social, and material dimensions
of older adults’ lives. Our findings reveal that the aftermath of scams is not a single moment of loss
but ongoing processes of resonance and redress—constrained by ageism, the erosion of trust, and
systemic opacity. These dynamics challenge the prevailing emphasis on prevention and personal
responsibility, underscoring the limitations of frameworks that isolate scams as individual failures
rather than collective issues. HCI has a vital role to play in the post-scam: designing equitable and
legible systems for redress, rebuilding trust in sociotechnical relations, countering ageist framings
of competence, and translating lived experiences into structural and policy change that make justice
actionable. Finally, it should be noted that our study affirms older adults as not passive recipients
of harm but active agents of redress. Their efforts—through advocacy, peer support, and collective
action—constitute grassroots practices of redress and justice-making that HCI can amplify. We call
for a post-scam research agenda that positions justice not as a distant ideal but as a relational and
designable condition of everyday life—one that can sustain affective, social, and material redress in
the aftermath of scams.
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before the study began.
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Appendix
A SurveyQuestions

Survey Responses N %

How frequently do you encounter scams?
Never 0 0%
Once a week 1 2%
More than once a week 23 52%
Once a month 8 18%
More than once a month 5 11%
Once a year 1 2%
Other 6 14%

How frequently have you endured a scam?
Never 1 2%
One time 19 43%
2–3 times 17 39%
4–5 times 3 7%
More than 5 times 4 9%

Whenwas the last time you endured a scam?
Within the past week 5 12%
Within the past month 17 40%
Within the past year 15 36%
1–2 years ago 2 5%
3–4 years ago 1 2%
More than 4 years ago 2 5%

Think about the last time you endured a
scam: How did you receive the scam?
In person 3 7%
Over the phone 8 19%
Over e-mail 9 21%
Through text message 10 23%
On a Website 6 14%
Through a pop-up ad 1 2%
Other 6 14%

Survey Responses N %

How were you convinced this scam was
legitimate?
Nothing, it was an accident or mistake 1 2%
The scam used my name 3 7%
The scam said they were someone I
know

5 12%

The scam said they were a government
agency

4 9%

The scam said they were a corporation 8 19%
The scam said I had won or received
something

5 12%

Other 17 40%

What has been the result of your being
scammed? (Check all that apply)
Financial loss 17 40%
Identity theft 6 14%
Emotional distress 19 44%
Damage to credit score 3 7%
Legal consequences 1 2%
Loss of trust 25 58%
Impact on personal and professional life 8 19%
Other 8 19%

After enduring this scam, did you…
(Check all that apply)
Try to get your money back 16 37%
Cancel your credit card(s) 16 37%
Delete your Internet history 5 12%
Restart your phone/computer 10 23%
Change your password(s) 20 47%
Other 14 33%
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Survey Responses N %

Did you use a government resource after
being scammed?
No, I did not (I chose not to) 13 30%
No, I did not (I didn’t think about) 19 44%
Yes, I did (please list the resources below) 12 28%

Did you use a corporate resource after being
scammed?
No, I did not (I chose not to) 8 19%
No, I did not (I didn’t think about) 8 19%
Yes, I did (please list the resources below) 26 62%

Did you contact your friends or family after
being scammed?
No, I did not (I chose not to) 9 21%
No, I did not (I didn’t think about) 3 7%
Yes, I did (please list the resources below) 30 70%

Which of the following best describes your
gender?
Male 14 33%
Female 29 67%

Which is your race or ethnic origin? (Check
all that apply)
Asian, Hawaiian/Pacific Islander 3 7%
Black or African American 2 5%
White or Caucasian 38 88%

What is the highest level of education you
have completed?
High school graduate or GED 2 5%
Some college/AA degree/Technical school
training

8 19%

2-year associate’s degree 5 12%
4-year undergraduate degree 14 33%
Graduate school degree: Master’s or doc-
torate degree (MD, PhD, JD)

13 30%

Other 1 2%

Free Text Response

How did you feel after being scammed?
Felt used, and also “dumb”; vulnerable; a bit stupid;
Stupid; like an idiot!; I’m not one to talk about my
feelings so I don’t know; it made me mad that they
misled me; concerning; upset and angry as a result
of the ease in which these fraudulent activities oc-
cur; I felt violated and ridiculed; panicked, worried,
will this ever stop; angry; angry, worried, frightened,
stupid, vulnerable; violated; like a fool for falling
for it. If a deal sounds too good to be true, it usu-
ally isn’t; pretty dumb, but I kept going, so instead
of stopping and listening to my intuition, I bought
into the urgency of the scammer and made the Zelle
transfer anyway. Regret and depression were also in
the mix; stupid; I felt weak and sick to my stomach;
I felt inferior; like I was stupid; frustrated because
I now need to pay closer attention to details; I am
very distrustful. My first time led to financial loss
and a great learning experience; here we go again! I
get depressed and discouraged; embarrassed; really
stupid, vulnerable, and elderly; stupid; stupid; I’m
educated, cautious, and prudent with money…I feel
sucker punched; Stupid; totally shocked at first, very
hurt, still can’t believe it, want to do something to
them; Scared, anxious; very, very hurt, stressed, mad;
It scared me that I bought into it so easily. Thinking
it was my boss reaching out to me… I know of many
scams (recently a friend) and one of my brothers. My
mother all the time. We’re all intelligent, educated
people, and it angers and scares me how this is hap-
pening; broken-hearted, used; I feel scared that as
careful as I am, I could not see it coming; horrible;
I felt devastated and I’m still scared because I don’t
know if my identity is still out there; Disappointed,
distrustful; Stupid; I felt grateful that I asked ques-
tions and followed through because it enabled me to
protect myself; Stupid; like a jerk, stupid.

ACM Transactions on Computer-Human Interaction, Vol. 33, No. 3, Article 33. Publication date: June 2026.



33:40 S. Ankenbauer and R. Brewer

“Other” Responses

How frequently do you encounter scams?
4–5 times a year; don’t know; Facebook; not sure
which are scams; I haven’t had it happen for a while.
I was getting scam every couple of weeks or so; I’m
not sure how often.

Think about the last time you were endured a scam:
How did you receive the scam?
Computer pop-up; bank card used; via computer; got
e-mail first then follow up in the mail; Facebook ad;
Facebook ad.

How were you convinced this scam was legitimate?
The text said it was USPS; they said that they worked
for my bank; selling a dementia product; secured my
credit card number and ID number through some
unknown source; impersonated my credit card com-
pany; cc stolen; something I was looking to buy and a
search on the item led me to the fake Honey pot web
site. They made it look like a big box store’s web site;
The web site address I found to get contact phone
number was fraudulent; bank notified me of suspi-
cious activity; offer of employment; my own hopes
and stupidity; said it was my bank; Used hometown
city, used another’s info on site to appear small town
local; I think a bot not sure let me think about this?;
asking to download apps and to enter credit card
numbers; I called listed number and they could not
give me information regarding transaction; looked
like a normal text from my bank.

“Other” Responses

What has been the result of your being scammed?
Fraudulent use of credit card information; all of
which was ultimately recovered; fraudulent charges
to my credit card which I then had to cancel imme-
diately; my daughter caught the scam before they
stole money; I reached a resolution and credit to my
account after several calls, contacting Better Busi-
ness Bureau and dispute on my credit card; having
to redo my entire retirement account and my hus-
band’s; first, it was financial loss but then through
persistence and not giving up I got all my money
back over $1,200.00; Spend so much time to remedy;
had to get a new credit card.

After being scammed, did you… (Check all that apply)
Called Geek Squad; nothing; added my daughters
to my bank account so that they could have online
account to monitor, they also changed the settings
on my phone to silence unknown callers/texters; I
did not follow up. I would get an e-mail stating I
was to go to a store (like Walmart) and interview a
clerk. They them would sent me a money order from
a bank. Usually between $3,000 and $5,000 dollars. I
was to use the money for the interview. Leaving me
$2,500 payout. I had presence of mind to call the bank
to check on the validity. It would be fake always. The
money orders looked perfect.

What is the highest level of education you have
completed?
Some graduate school.
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“Other” Responses

Did you use a government resource after being
scammed?
FTA; local police; I filed a police report 10 months
ago; FCC, County Sheriff’s Dept.; Better Business
Bureau; police, federal trade comm, all banks issuing
cards, all credit agencies; filed a report; city police
and police detective; federal tax people.

Did you use a corporate resource after being scammed?
Credit card companies; bank who issued the credit
card; Geek Squad; My bank; mastercard for a dis-
pute of charges; credit card company; I gave a fake
check to Huntington Bank that used its logo; Wells
Fargo, Capital One, FNBO, Barclays; worked with
fidelity to reset all accounts; Bank of America; Bank
of America; reported it to my Senator and a few other
agencies including Zelle and Bank of America; Credit
card company, Amazon; KeyBank; Experian; Credit
card company; PayPal; I checked my account online;
Called credit card company fraud division; My credit
union; I thought about contacting the IRS; my bank,
Apple Help, Internet companies; target; credit union;
bank fraud investigative team.

“Other” Responses

Did you contact your friends or family after being
scammed?
Spouse; daughter; I told everyone to be careful;
daughters helped me; wife; sister also got hacked;
jeweler; had to tell husband with Alzheimer’s, told
my son and daughter; friends and relatives; another
friend that I forwarded the “great deal” to; told ev-
eryone to watch out for this particular scam; spouse;
I told my girlfriend; wife; college roommate who
works in Criminal Justice, my wife and children; son;
friends; my spouse; my sister, people who knew me
for several years from work; told a few people who
asked me where I’ve been; I screenshot and copied
my other boss; my son and daughter; I contacted
my son; posted on Facebook; my sister; my son and
daughter; spouse; everybody (they said “that hap-
pened to me”).
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